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Abstract

Rewriting logic semantics (RLS) is a definitional framewarnk
which a programming language is defined as a rewrite theloeyalt
gebraic signature defines the program configurations, thatiens
define structural identities on configurations, and the itewutles
define the irreversible computational steps. RLS languagimid
tions are @iciently executable using conventional rewrite engines,
yielding interpreters for the defined languages for free.

Matching logic is a program verification logic inspired by L
Matching logic specifications are particular first-ordernfiolae
with constrained algebraic structure, callpdtterns Configura-
tions satisfy patterndfi they match their algebraic structure and
satisfy their constraints. Patterns can naturally spetafya separa-
tion and require no special support from the underlyingdogi

Using HIMP, a C-like language with dynamic memory alloca-
tion/deallocation and pointer arithmetic, this paper shows hogs o
can derive an executable matching logic verifier from HIMRISS.

It is shown that the derived verifier is sound, that is evenyfiesl
formula holds in the original, complementary RLS of HIMPdan
complete, that is every verified formula is provable usiné/RIs
sound matching logic proof system. In passing, this papso al
shows that, for the restriction of HIMP without a heap calligiP
for which one can give a conventional Hoare logic proof syste
a restricted use of the matching logic proof system is edgivao
the Hoare logic proof system, in that any proof derived usimgof
the proof systems can be turned into a proof using the othereh-
coding from Hoare logic into matching logic is generic andudtl
work for any Hoare logic proof system.

A matching logic verifier, called MrcuC, has been built on top
of the Maude rewrite system. A nontrivial &ttaC case study is
discussed, namely the verification of the partial corresdraf the
Schorr-Waite algorithm (with graphs). The verifier autoicedty
generated and proved all 227 paths in 16 seconds.

1. Introduction

Program language semantics and program verification alederel
veloped research areas with a long history. In fact, one ntighk

that all problems would have been solved by now: we would hope
that any formal semantics for an imperative language showiel
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Figure 1. Overview of our verification approach for language

rise to a proof system and that a verifier for such a systemavoul
simply extend the proof system with a proof strategy; or &bkt
from the other side, we would assume that any verificatiotesys
for a particular programming language would be groundedhén t
language’s formal semantics. However reality tells us thald-
ing in semantics grounded verifiers for realistic langudgesill a
dream. Popular languages, like C, C# or Java had initialfprmoal
semantics, just reference implementations or informatregfce
manuals. Their corresponding verifiers like Caduceusi§fit and
Marché 2004] or VCC [Cohen et al. 2009] for C, Spec# [Barnett
et al. 2004] for C#, or ESQava [Flanagan et al. 2002] for Java, are
best éforts to capture the behavior of a particular implementation
or of an informal reference manual. But how can the verifarati
community claim to do serious verification on real prograifnse
don't relate verification systems to semantics and senmtdian-
plementations? This paper tries to address the first of tiseses:

it links program language semantics and program verifindfio-
mally, as shown in Figure 1. We proceed in three steps:

First, we suggest usingewriting Logic SemanticéRLS) as
a flexible and expressive logical framework to give meaniog t
programs. RLS defines the meaning of programs as a rewrite the
ory: the algebraic signature defines the progcamfigurationslike
code fragments to be executed, environments and storesgttee
tions definestructural identitieson configurations, e.g. that execu-
tion proceeds from left to right or that the order of variattdue
pairs in the environment does not matter; andréwerite rulesde-
fine the irreversible computational steps, such as an assigihup-
dates the environment. Such semantic definitions are birexe-
cutable as interpreters in a rewriting system such as Mabide ¢l
et al. 2007]. RLS scales well; even though we exemplify RLS by
defining a simple language in this paper, it has in fact beed ts
define real languages, like Java 1.4 [Farzan et al. 2004].

Second, we introduce a provably souMiétching Logicproof
system for a given RLS. Matching logic is similar to Hoareitog
in many aspects. Like Hoare logic, matching logic specifies p
gram states as logical formulae and gives an axiomatic séraan
to a programming language in terms of pre- and post-comditio
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Like Hoare logic, matching logic can generically be extehtiea
formal, syntax-oriented compositional proof system. Hasveun-
like Hoare logic, matching logic configurations will not batfened
to arbitrary first order logic (FOL) formulas; instead they &ept
as symbolic configurations, i.e. restricted FQIFOL with equal-
ity) formulae. Matching logic specifications, e.g. pre- gudtcon-
ditions, arepatternsover configurations, possibly containing both
free and bound variables. A configuratioratchesa patternfr it is
obtained as an instance of the pattern (i.e., mapping patteari-
ables to concrete values). Matching logic, which was ontyoin
duced this year in a technical report [Rosu and Schulte R0@S
unique benefits compared to other program logics, for ingtan

¢ Matching logic, by means of its patterns, separates thesynt
tic ingredients, such as the program variables and expressi
from the semantic ones, such as the logical variables; & thu
eliminates the problems and limitations due to mixing paogr
syntax with logical specifications.

Matching logic achieveseap separatiorwithout having to
extend the logic with special connectives; e.g. the veriytfaat

the code where the prover got stuck, the path which had b&en,ta
the assumptions on environment and store, etc. Comparsithis
plicity to the intricate details that a modern weakest-pretition-
based prover like Boogie [Barnett et al. 2006] has to maintai

We demonstrate these three steps by deriving a matching logi
verifier for HIMP, a C-like language with dynamic memory allo
cationfdeallocation and pointer arithmetic. We provide a theorem
for the soundness of the matching logic formal system wird.
original, complementary and testable RLS semantics; andiads
ness and completeness theorem for the correctness of tifierver
w.r.t. the matching logic proof system. To show the pratiticaf
the approach, we implemented an extended version of theederi
matching logic verifier, called McuC, using a modified version of
Maude that invokes f&the-shelf SMT solvers to discharge proof
obligations that cannot be solved by rewriting. We dematstthe
effectiveness of MrcuC by applying it on a nontrivial case study:
the partial correctness of the Schorr-Waite algorithmtwitaphs).
Our formalization uses novel axiomatizations of clean amadkexd
partial graphs, as well as a specific stack-in-graph stractuhich
records that during the execution of Schorr Waite the heapists

one can match two trees in a heap means, by definition, that theat any time of such a stack and either a clean or a marked Ipartia

two trees are separate; in other words, unlike in separkigo,
in matching logic separation is nothing special and it iSexed
at the term level instead of at the formula level; in parécuho
disjointness predicate is needed.

Matching logic, by means of its algebraic foundation, oféen
lows to substitutealgebraic axiomatization®f uninterpreted
operations for recursive predicates which are a problem for
FOL. For example, the operation reverse on lists can be axiom
atized with two equationsev(nil) = nil andrev(a: @) = rev(a):

a, where list concatenation (here written with the infix opera
“") is defined equationally as an associative and commugati

operator. Tools, such as Maude, which can execute RLS and can

be used to build program verifiers based on matching logéc, ar
quite gfective in using those.

Third, and perhaps more importantly from a practical perspe
tive, executable and thus testable RLS language definitangas-
ily be turned into @iciently executable automatMatching Logic
Verifiersbased on symboliforward simulation which are sound
and complete for the matching logic axiomatic semantice foir
lowing language-independent steps need to be taken to fRtrSa
into such a matching logic verifier: (1) extend RLS configianas
with new configuration items that keep track of bound vagabl
and path conditions; this extension is modular, in that nafrthe
existing equations and rules in the original RLS need to ghan
(2) add an explicit case-split rule to deal with conditionahtrol
structures and keep track of path conditions (this ruleesponds
to a similar sound matching logic rule); (3) distinguish cegsful
proofs from failed proof attempts. In addition to the aboeels
ground infrastructure that can in principle be generatedraati-
cally for any existing RLS, the semantics of control and mgmo
allocation constructs in the original RLS has to be adaptesdadrk
on symbolic configurations. Interestingly, as the stepvalmay
suggest, one can derive a matching logic verifier from an RLS o
a language more easily than one can derive a matching logaf pr
system, which is the reason why we emphasized the corresmpnd
arrow in Figure 1. The matching logic proof system is, newvalgss,
worthwhile for many reasons: it rigorously justifies thereatness
of our verifier; it serves as a foundational backbone for oteei-
fiers, for example ones based on backwards analysis; etc.

Matching logic verifiers maintain a clean separation betvibe
property to check, the program and the language semantiis. T
makesdebuggingfailed verification attempts easy: when the veri-
fier gets stuck, it simply shows the current configuration -hais
all the information that is needed to understand what hapédram:
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subgraph. With this formalization the prover automaticajéner-
ated and verified all paths (over 200) in a few seconds. Todisé b
of our knowledge, this is the first time the partial correstef this
algorithm has been automatically verified. Previofierés have ei-
ther proved only its memory safety [Hubert and Marche 200% o
version restricted to trees [Loginov et al. 2006] autonzlyc

The novel contributions of this paper are thus as follows:

¢ We provide a rewriting logic semantics for HIMP, a C-like
language with dynamic memory allocatideallocation and
pointer arithmetic. We also give the fragment of HIMP with-
out a heap, called IMP, a Hoare logic axiomatic semantics as a
proof system and show that it is sound w.r.t. the RLS of IMP.

We introduce matching logic and show how a matching logic
proof system can be derived from an existing RLS of a language
here HIMP. We prove the soundness of the matching logic proof
system w.r.t. the original RLS, first for IMP and then for HIMP

We show that for IMP, a restricted use of the matching logic
proof system is equivalent, via a back-and-forth mechanica
translation, to a conventional Hoare logic proof systemn .

The translation from Hoare logic to matching logic is geoeri
and should work for any language, suggesting that any Hoare
logic proof system admits an equivalent matching logic proo
system. The other translation, from matching logic to Hoare
logic, appears to be language specific, because it reliendn fi
ing appropriate encodings of program configuration pastern
into Hoare specifications; it is not clear that they alwayistex

We derive a matching logic verifier for HIMP from its RLS and
show that it is sound and complete for the matching logic fproo
system of HIMP. That means, in particular, that the derived p
gram verifier for HIMP is sound w.r.t. the original executabl
(and thus debuggable) complementary RLS of the language.

We briefly introduce MrcuC, a matching logic verifier for
KernerLC (an extension of HIMP witmalloc and free),
which has been built on top of the Maude rewriting system.
It efficiently and automatically proves the partial correctndss o
the Schorr-Waite algorithm with graphs (invariant is po®d).

We provide a new and simple approach to prove Schorr-Waite,
based on axiomatizations of clean and marked graphs, aasvell
of the specific stack-in-graph structure, and provide aariant
stating that the heap consists at any time of such a stack and
either a clean or a marked partial subgraph.
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Section 2 introduces some background notions and notation.ing logic language definitional technique employed in thapgr

Section 3 gives the RLS semantics of IMP, the variant of HIMP
without a heap, gives a Hoare logic axiomatic semantics ¢? B

a proof system, and finally shows that the latter is sound. \the
former. Section 4 introduces some generic matching logions,
then gives a sound matching logic axiomatic semantics to IMP
as a proof system, and then finally shows that a restrictedbiise
this matching logic proof system is equivalent to the Hoaigd
proof system of IMP. Section 5 shows how to derive a sound
and complete matching logic prover for IMP. Section 6 shows
how easily the concepts and techniques defined for IMP extend

HIMP; we show how several heap patterns are also axiomatized

such as lists, trees and graphs. Section 7 briefly discuases o
implementation MrcuC and shows how we used it to prove the
partial correctness of the Schorr-Waite algorithm.

2. Preliminaries

We assume the reader is familiar with basic concepts of multi
sorted algebraic specification, rewriting logic, and foeter logic
with equality. The role of this section is to establish ouration for
concepts and notions used later in the paper.

An algebraic signaturgsS, X) consists of a finite set cfortsS
and of a finite set obperation symbol& over sorts inS. For ex-
ample, in the context of a programming langua§enay include
sorts like E for expressions an® for statements, andl may in-
clude operation symbols likéf(.)_else_ : ExSxS — S,
where the underscores are placeholders for the corresmpadiju-
ments; this style of writing operation symbols using underss
is calledmixfixand is supported by several languages in the OBJ
family [Goguen et al. 2000]. Many-sorted algebraic signeduike
above are equivalent to context-free grammars (CFG): sorte-
spond to non-terminals and mixfix operation symbols to pcedu
tions; e.g., if()_else_ : Ex S xS — S” corresponds to
“S == if(E) Selse S”. From here on we prefer to use the CFG
notation for algebraic signatures, because it is more camimo
the context of programming languages. We may wEiiastead of
(S, Z) whens is understood or when it is irrelevant. Signatures can
be used to build terms, which can be organized into an irgtial
gebra. We lefz denote thenitial Z-algebra of ground terméf.e.,
terms without variables) and I€&(X) denote thdreeX-algebra of
terms with variables in XwhereX is anS-indexed set of variables.

An algebraic specificatiolfz, &) consists of an algebraic signa-
tureX and a set oE-equationsE, where aX-equationis a triple
YX.(t = t'), whereX is a set of variables angt’ are terms having
the same sort iffiz(X). Algebraic specifications( &) admit initial
and free models, obtained by factoring the initial and fezmtmod-
els by all equational consequencesoMany domains of interest
to languages, such as integer numbers, finite lists (seqagrgets
and multisets (bags), mappings of finite domain, etc., caaxhmm-
atized as initial models of finite algebraic specifications.

A rewriting logic specificatiofMeseguer 1992]%, &, R) adds
to an algebraic specificatio®,(&) a set ofrewrite rulesof the form
¥X.(I - r), whereX is a set of variables andr are terms of the
same sort il z(X). Rewriting logic specifications can be used to de-
fine dynamic and concurrent systems: equations are staliadien-
titiesmodulowhich the irreversible rewrite rules are applied. It was
shown [Serbanuta et al. 2009] that rewriting logic edgearious
programming language definitional styles, such as stracoper-
ational semantics [Plotkin 2004], reduction semantic$ witalua-
tion contexts [Wright and Felleisen 1994], the CHAM [Bermyda
Boudol 1992], continuations [Reynolds 1993], etc. By “enibe
as opposed to “encode”, is meant that the correspondingtiregvr
logic specifications capture the original semantics stegsfep, i.e.,
they do not change the computational granularity of the eltibé
semanticsK [Rosu 2007, Meseguer and Rosu 2007] is a rewrit-
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to give executable semantics to our languagé{syvercomes the
limitations of the above-mentioned styles and fully exid@ind ex-
tends the strengths of rewriting logic.

We next briefly recalfirst-order logic with equality (FOL). A
first-order signatureg(S, X, IT) extends an algebraic signatufe X)
with a finite set of predicate symbol$; we also use the mixfix
notation for predicates, e.g.< - : ExE, etc. FOL formulae have
the syntaxp ==t =t" | n(f) | AX.(¢) | =¢ | 1 A @2, plus the usual
derived constructg; V ¢a, ¢1 = @2, YX.(¢), etc., wherd, t’ range
over X-terms of the same sort, € II over atomic predicates and
t over appropriate term tuples, adxdover finite sets of variables.
>-terms can have variables; all variables are chosen fromed fix
sort-wise infiniteS-indexed set of variables/ar. We adopt the
conventional notions dfree andboundvariables in formulae, and
the notationg[e/x] for the capture-free substitution of all free
occurrences of variable by terme of same sort in formula. A
FOL. specification(S, %, IT, ¥) is a FOL. signature §, X, IT) plus a
set ofclosed(i.e., no free variables) formulg€. A FOL- model M
is aX algebra together with relations for the predicate symhwols i
I1. Given any closed formula and any modeM, we writeM k ¢
iff M satisfiesp. If ¢ has free variables and: Var — M is a partial
mapping defined (at least) on all free variablegjralso called an
M-valuationof ¢'s free variables, we lgt = ¢ denote the fact that
p satisfiesp. Note thaip = ¢[e/x]iff p[p(e)/x] E ¢.

3. A Simple Imperative Language Without Heap

This section introduces (our version of) IMP, a simple ingpee
language with assignments, conditionals and while looje C,
IMP has no boolean expressions (0 means “false” arimeans
“true”) but unlike C, IMP uses:= instead of= for assignments
(to avoid confusion with= of FOL.). We give IMP an executable
semantics in th& rewrite framework, and an axiomatic semantics
as a Hoare logic proof system,; the latter is also shown sound w
the former. Both of these semantics will be needed later é th
paper. Section 6 extends IMP with memory allocation andtpesn
(including pointer arithmetic); the new language will bdled
HIMP (IMP with a heap).

3.1 K Executable Definition of IMP

K is an executable rewriting logic language definition frarogwn
which a programming languagg is defined as a rewrite logic the-
ory Ez,Er,Ry). s includes the syntax of and additional syntax
needed to define configurations and the actual language sesjan
& includes structural equations that have no computatiomanm
ing but can “rearrange” terms so that semantic rules matdrapn
ply, andR, includes irreversible rules that correspond to intended
computational steps in the defined language.

Figure 2 shows the complekedefinition of IMP. The signature
is given via CFG notation and consists of the IMP syntax pihes t
syntax of configurationsK makes use of bags (or multisets), sets,
sequences and finite maps to define configurations. All ofethes
structures are routinely defined equationally and our imgleta-
tion of K automatically generates Maude algebraic specifications
for them whenever used. Each of these structures admit aodit
a binary construct; these are given as subscript and sujprse-
spectively. Maps have additional polymorphic construotspairs,
namely_ — _, and for update, namely_/_]. For example, th&nv
sort is defined in Figure 2 agap:-[PVar, Int], that is, environments
are map structures of the fornx," > i1,x; — in,...,X, — 1",
with “.” representing the empty environment. Technically, it reean
that several operations and equations are added: ‘EnvxEnv —
Env' as a binary associative and commutative construct with$
unit, “_— _: PVarx Int - Env' as atomic environment construct,
and “() : EnvxPVar — Int”and “_[./_] : EnvxIntxPVar — Env’

3 2009725



Nat := naturalsNat" := pos. naturaldnt := integer: (abstract syntax)
PVar := identifiers, to be used asqgram vaiable names

E := Int| PVar| Eyop E; -

S = PVar:=E | S1;S; | if (E) Syelse Sy |while (E) S

Cfg == (Bag:-[Cfglteni) (configuration)
Cfgltem == (K)x | (EnV)env

K := E|S|Seq™[K]|DO

Env := Map:-[PVar, Int]

(x:=e) = (e ~ x:=0) (structural “strictness” equations)
ejope; = (e; ~ Oopey) ijope; = (e ~ ij0p0)
if(e)s;elses; = (e ~if (O) sy else sy)

S1;S2=S1/S) (semantic equations and rules)
ijopi; — ig OPynt i

&~ (x P 1, p)env = (1 ~ Kk (X 1,p)eny
(x:=1i ~ Kk (0)env = (K)k (o[1/x]env

if (i) s;else s; — sy,

if(0) s;elses; > s;

(while (e) s ~ k)k = ((if (e) s;while (e) selse -) ~ k)
(xePVar, e,e,e;€E;s,s1,5€S; keK;1i,i,i; elnt; pe Map-—-[PVar,Int])

wherei # 0

Figure 2. IMP in K: Complete Executable Semantics

as environment lookup and update operations; in additiotheo
obvious equations defining all the above, constraints @émgtinat
x; # Xy Wheneveri # j are also added.

Configurations irkK are defined as potentially nested structures
of such bags, sets, sequences and maps; these structucafiede
cellsand are labeled to avoid confusion. The configurations of our
simple IMP language have the forfq..) {...)eny, SO are bag cells
containing two subcells — a computation (which is a sequertie

one for desugaring the sequential composition and one #@r th
while loop unrolling. We made these equations because we do
not want them to count as computational steps, but one istéree
make them rules instead. The domains of concrete valuesatipi
come with suitable signatures that one can use in the sersanti
e.g., the IMP %" expression construct is reduced to the domain
“+nt : Intx Int — Int” when its arguments become values (integers
in this case). Note that the while loop is unrolled only whige the
top task in the computation, to avoid non-termination ofalinrg.
The semantic rewrite rules are self-explanatory; we ordgus the
assignment rule(k:=i ~ k) {0env — k) (o[i/X])eny. This
says that if the assignmenk{=1i" is the top computational task
and the current environmentgsthen remove the assignment from
the computation and update the environment wifbr x.

We can now formally define IMP as a rewriting logic specifica-
tion/theory, together with some terminology.

Dermnirion 1. We letIMP denote the rewriting logic specification
(Zimp, Eimp, Rivp) in Figure 2 and, like in rewriting logic, we write
IMP Et =1t or IMP Et — t" when the equation# t’ or the rule

t — t, respectively, can be derived using rewriting logic dedrct
from thelMP specification. We also writhP = t —* t” when the
rule t - t’ can be derived in zero or more steps. Recall that rewrite
steps apply modulo equations in rewriting logic. To sinyphifiting,

we may drop the IMP " when understood.

Computationk € K is well-formediff it is equal (using equa-
tional reasoning withinlMP’s semantics) to a well-formetMP
statement or expression. Computatiors well-terminatediff it is
equal to the unit computation™or to an integer valuei € Int.

Let IMP® be the algebraic specificatio(Eive, Ejyp) Of IMP
configurations where&;,,, C Ewe contains all the configuration
defining equations (those for bags, sequences, maps, etqmpb
the computation or semantic equations). {Zebe the initialIMP°
algebra, i.e., thegyp-algebra of&° equational classes of ground

and an environment (which is a map cell). We add a new heap cell terms (j.e. X,yp-terms provably equal with equations 8,0 are

when we extend IMP to HIMP in Section 6. Configurations can
be arbitrarily complex and their cells can be created antt@e=d
dynamically. For example, the configurations of our Javadk#
inition [Farzan et al. 2004] contain nine fixed top-levellsgdlus
one other cell per dynamically created thread, each suehadhzell
containing eight other subcells holding the thread-spedéia.

A distinctive aspect oK is theK sort and its constructs. Thé
sort stands focomputational structuresor simply computations
Computations sequentialize computational tasks sephiatean
associative ~ _(read “then”, or “followed by"). The placeholder
“0” signifies where the result of the previous computation &hou
be plugged. Recall that in rewriting logic and implicitly if&, equa-
tions are reversible and rewrite rules are applied modulagons.
For example, the equationx(=e) = (e ~ x:=0O)" states that
the assignmentx':=e” is to be considered identical to the compu-
tation “e ~ x:=0", which schedules for processing and says
how its result will be plugged back into the right assignmen-
text. This equation will need to be applied twice, once tolugp
e and schedule it for processing, and another to plug thetresul
e, once computed, back into the assignment statement. Gtalict
equations define the evaluation strictness of the languaggrticts
and correspond to the definition of the grammar of evaluatom
texts in reduction semantics [Wright and Felleisen 199dyéwver,
the process of parsing a term into a context and a redex irctiedu
semantics is replaced by equational deductioR.in

The semantic equations and rules are the corefbfamantics,
with typically one per language construct (two or more ordy f
choice statements). For IMP, there are two semantic eqstio

1The meaning of1 in K in its full generality is slightly more complex, but
we do not need its full generality here.
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considered identical). Termigk)y {p)eny in 7~ of sort Cfg are called
(concrete) configurationgnd we distinguish several types of them:

o Configurations({s)x {-)enyy With s € S, written more compactly
[s], are calledinitial configurations;

¢ Configurations((k)x {0)enyy With k well-terminated are called
final configurations,

e Configurationsy € 7~ which cannot be rewritten anymore are
callednormal form configurations

¢ Normal form configurations which are not final are calkdck
(or junk, or core dump) configurations

¢ Configurations that cannot be rewritten infinitely are cdlle
terminating configurations

For example{(x ;= x+y;y =X —y{x > 7,y - B)epy is @
terminating configuration and, since bags are associatistecam-
mutative and environment maps are bags of pairs, it is idahti
to ((y = 5,x > Tenv(x 1= X +Vy;y = X — ¥)). The configuration
{(x =0,y = D (Deny is initial, ((-)x(x = 0,y = Leny is final,
and((x ~ 0O+ 1~ x:=0Ox{y — Leny is stuck.

K rules are schemas and, unlike in SOS [Plotkin 2004], they are
unconditionaj thus, no premises need to be proved in order to apply
a rule. Note that the first rule for the conditional statentead the
side condition 1 # 0”, but that acts as a simple filter for instances
of the rule schema and not as a premise that needs to redyrsive
invoke the rewriting procedure. Also, note that unlike iduetion
semantics with evaluation contexts [Wright and Felleise®4], K
rewrites arecontext insensitivan that its rules and equations can
apply wherever they match; one needs to use structure tbiinhi
applications of undesired rules or equations, like we didvfd le.
One natural question is whether the tasks in a computatiootste
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are indeed processed sequentially; the following resattisial for
most if not all subsequent results in the paper.

ProposiTion 2. Givenk € EUS andr € K, then{(k ~ )¢ {0)en) —*
v for some final configuratiory iff there is some final config-
uration ' = (k) (p"denwy such that((k)x(p)eny —* " and
(&' ~r){pYenw —° 7v; moreover, if that is the case then
k' = p(k) andp’ = p whenk € E, andk’ = - whenk € S.

Proor. The “if” part is easier; it states that if there are some final
configurationsy’ = (k') (0" Yeny @andy such that(k) (0)en) —*
Yy and (k' ~ i (pdend =" v, then (k ~ T (Peny —" 7.
Since each rewrite rule only modifies the computation atdfs t
we can repeat all the steps in the rewrite sequéicg (0)eny —*
K" {0 envy Starting with the term{<k ~ r)¢ (p)enyy and append-
ing r to the computation of every other configuration that ap-
pears in the rewrite sequence, eventually obtaining a revee-
quence(k ~ i (PYeny —* (K ~ ) {0 eny). Since we know
that((k” ~ ) {0 )eny —" v, We concludek ~ ) {o)eny —"7-

We prove the “only if” part by structural induction dn

Let us first consider the cases whéres E. If k € Int then
one can tak&k’ = k = p(k) andy’ = {(k)x{(0)eny, Which ver-
ify the property. Ifk € PVar then there is only one possibil-
ity for the first step in the rewrite sequence @& ~ r) {(0O)eny

to y, namely to use the variable lookup rule, so one can take

k' = p(k) andp’ = p, which verify the property. Suppose now
thatk is an expression of the forme, op e, If e;,e; € Int then
takek’ = p(e;ope;) = e;0p, e, andp’ = p. If e; € Int and
e, ¢ Intthen, sinceék = e, ~ e; op O, by the induction hypothesis
we get thakk ~ ) {0)eny —* ((p(e2) ~ €10pT ~ Ik {O)eny)
and also that{(p(e;) ~ e;opO ~ r){P)eny —* 7. For the lat-
ter sequence, singge;) ~ e, opO = e; opp(e;), the only way
for that rewriting sequence to take place is that is starteehyit-
ing e; op p(e;) to e; op, p(ez). Then takek’ = e; op, p(ez) =
p(e; ope;) andp’ = p and note that the property holds.elf ¢ Int
then, since& = e; ~ Oop e;, by the induction hypothesis we get
that ((k ~ D)k (P)enw —" {((p(e1) ~ Oope; ~ i {P)eny and
also that((p(e;) ~ Oope; ~ r){Pleny —* y. For the latter se-
quence, since(e;) ~ Oope, = p(e;)ope, = e, ~ p(e;)op0O,
by the induction hypothesig{e, ~ p(e;) opO ~ r){Olem) —*
{p(ez) ~ p(e;) opa ~ r){p)enyy —* y. For the latter sequence,
sincep(e;) ~ p(e;)opo = p(e;)opp(e;), the only way for
that rewriting sequence to take place is that is starts byitieg
p(er) op plez) top(er) 0Py p(e;). Then takek” = p(es) opy plez) =
p(e; op e;) andp’ = p and note that the property holds.

Let us now analyze the cases whéres S. If k = s;;s; =
s; ~ s; then by the induction hypothesis there is samesuch
that ((s1)k (PYen) =" (( Ik {o1)en) AND{(sz A~ Dl (P1)end = ¥
The latter rewrite implies, by the induction hypothesisiagthat
there is somep, such that({(sz)k (P1)em) —" ({Ik (P2)en and
() {p2)env) —* . Pickk’ = - andp’ = p, and note that the prop-
erty verifies. Ifk = (x ;= e) = e ~ (x :=0) then by the induction
hypothesisi(k ~ ) (P)em) = (X 1= p(e) ~ I (Pleny =" ¥,
the only way to advance the rewriting @ := p(e) ~ )k {(O)eny)

(IMP statement rules)

(¢le/x]}x:=e (g} (HL-asGN)
{1} s1 {w2}, (w2} s2 {p3}
{p1} s1;82 {3} (HL-sEQ)
{oA(e20)s1{¢), {pA(e=0))sz{¢'}
{p}if (e) syelses;{¢’} (HL-m¥)
{pA(e#0)s{p}
(HL-wHILE)

{¢o}while (e) s{p A (e = 0)}

(Generic rule)
Fv=0 {plsle). Ee =y
{¥)siy)

(HL-cONSEQUENCE)

Figure 3. Hoare logic formal system for IMP

P deny @nd (T (p"deny =" . Pickk’ = - andp’ as above
and note that the property holds. Now supposelthathile (e) s
and that((while(e)s ~ r){0)eny —" 7y for somen > 0.
We prove the property by well-founded induction onfor any
Like above, it must be that(while (e)s mr)k ey —°
((1f (o(e)) s;while(e) selse: ~ r){(p)eny —" +y for some
n < n If ple) # 0 it can only be that the condrtlonal rule is
applied on the intermediate term above, then by the indudtio
pothesis there is som& such that{(s)x (O)eny —* () (0" Veny)
and{(while (e)s ~ T (" Jeny =" 7 for somen” < ' (at least
one rewrite step has been consumed by the conditional) h@&int
ner induction hypothesis (sinec& < n), there is some’ such that
((while () sh (0" Ve =" (N {0 ey AN LTIk (P dend =" ¥,
which proves our property. H(e) = 0 then the conditional rewrites
0 -, so((while (e) s ~ )k {P)eny =" {T)k{Olemy —" y. Pick

= - andp’ = p and note that the property hoId

3.2 Hoare Logic Proof System for IMP

Figure 3 gives IMP an axiomatic semantics as a Hoare logiofpro
system derivingpartial) correctness triplesf the form{y} s {¢’},
whereyp and¢’ are FOL formulae called thegre-conditionand the
post-condition respectively, and is a statement; the intuition for
{p} s {¢’'}is that if o holds befores is executed, thep’ holds when-
evers terminates. We only consider partial correctness tripghes i
this paper. In Hoare logic, program states are mappings \itha
call environments) from variables to values, and are speciis
FOL formulae — environment “satisfies”y iff p £ ¢ in FOL. Be-
cause of this, program variables are regarded as logicablas in
specifications; moreover, because of the rule @d&~) which may
infuse program expressianinto the pre-condition, specifications
in Hoare logic actually extend program expressions, whcoime-
times a source of confusion and technical inconveniencedsiot
all languages agree on the same syntax for expressions, sinte

is to apply a variable update rule instance, so we obtain that €xpression constructs may have sid@es or peculiar evaluation

(x:=p(e) ~ i (pendy — (T (plo(e)/x])eny —* y. Then
pick k¥ = - andp’ = p[p(e)/x] and note that the property
holds. Ifk = if(e)s;elses, = e~ if(O)s;elses;, then
{(k ~ i (pleny —" ((1f(o(e)) s1elses; ~ T (peny —" ¥

by the induction hypothesis. Singge) € Int, it is either 0

or different from 0. Ifp(e) # 0 then ((k ~ r){O)eryy —*
{s1 ~ X (P)eny —* 7, SO by the induction hypothesis there is
somep s.t. <<Sl>k <p>env> —* << >k<p >env> and <<r>k<p >env> —*
Pickk’ = - andp’ as above and note that the property holds If

p(e) = 0 then{(k ~ ) {)eny = {{S2 ™~ I (P)eny =" ¥, SO
by the induction hypothesis there is sopies.t. ((s; )k (0Yeny —*

Matching Logic - From Executable Semantics to Program \&iion

strategies, such as the “shortcut add’in C, etc.).

Let us formally define the underlying FOL. Its signature is th
subsignature of IMP in Figure 2 keeping the expressigBnand
their subsorts (i.e., excluding onfyand the statement constructs).
Its universe of variable§/ar, is PVar. Assume a background theory
(i.e., a set of formulae that are by default conjuncted with ather
formula) that can prove‘1 opi, = i;op, i, foranyi,, i, € Int.

To ease writing, expressiorsare allowed as formulae as syntactic
sugar for-(e = 0). Here are two examples of correctness triples:
{(x>0Az=o0ld.z} z:=x+z {z>o0ld.z}

{(z.(x=2x%z+ 1)} x:=x*x+x {Jz.(x =2 z)}
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The first sequent above says that the new value isflarger after
the assignment statement than the old value, and the seagad s
that if x is odd before the assignment then it is even after.

We now fix a FOL model, saint, whose carrier corresponding
to the sortE of expressions is the integer numbers. Finite-domain
valuationsp : PVar — Int in this model then correspond to

environment mappings as defined in Figure 2. We can now state

the soundness theorem of the Hoare logic formal system f8ritM
Figure 3 w.r.t. itk executable definition in Figure 2 (as mentioned,
here we only consider partial correctness). The rolewfokem 3

is twofold: on the one hand it shows hd definitions relate to
Hoare logic formal systems, and on the other hand it preghees
ground for the soundness of matching logie{drem 8).

Tueorem 3. (Soundness of Hoare logic w.rtK for IMP) If
{¢} s{¢’}is derivable, then for any environmene Map~-[PVar,Int]
with p k= @, if IMP | {(S)k (P)en =" {() (0" dens) thenp’ E ¢’

Proor. By structural induction on the derivation @f} s {¢’} using
the proof system in Figure 3. We next consider each rule.

{ele/x]) x:=e (g} (HL-asoN)
Letp € Map~-[PVar, Int] be such thab |= ¢[e/x], and suppose that

{(x:=e)(lendy =" ({0 Ve We claim thatp” = p[p(e)/x].
Indeed, sincé(x:=e) (P)eny = ({& ~ X:=0O){p)env), DYy Propo-

siTioN 2 we ge(e ~ x:= D)k (plent =" ((o(€) ™ x:= D)k (P)env),
and so the original rewrite sequence can only be of the form

(x:=e){plent =" ((x:=p(e)k(Plend = (( Ik (0 Venw), WhiCh im-
plies thato’ = p[p(e)/x]. Next, since we assumed that= ¢[e/x],
it follows thatp’ E ¢ (see fact at the end of Section 2).

{1} s1 {2}, {92} s2 {3}
{1} 51552 {3}

(HL-sEQ)

Let p; € Map~-[PVar,Int] such thato; E ¢, and suppose that

{(s1382) <p1>env> (O <p3>env>- Since {(s1582) <p1>env> =
{(s1 ~ s2)k{P1)env), DY ProrosiTioN 2 we get that there is some

p2 € Map~-[PVar, Int] such that((si)x (o1)eny —* ({k{02)enw
and ((sz)x {p2)em? =" () {p3)end. By the induction hypothesis

for the derivation of¢;} s; {¢2} We geto, E ¢, and therps = ¢3
by the induction hypothesis for the derivation{@f} s, {¢s}.

{on(e#0)si{¢), {pA(e=0)s;{¢}
{p}if (e) s;else s; {¢'}

(HL-1¥)

Let p € Map~—-[PVar, Int] be such thap E ¢, and suppose that
((if (e) sy else sy {Pleny —* (kP Venw. Since the equality
((if (e) s;else sy)(P)env) = ({& ~ if (O) s;else sy)k{P)env)
holds, by Roposition 2 we get that(if (e) s; else s, {P)eny —*
(if (p(e)) s;else sy)k(P)eny. We now distinguish two cases: if
p(e) # 0 then((if (p(e)) s;else sy)k{Plend — (S1)k{PVenv):

if p(e) = 0 then((if (p(e)) s1else sy {Pemd = ((S2)k (PYenv)-
The first case implies that= ¢ A (e # 0) and that(s ) {0)eny —*
P Yenwy, SO by the induction hypothesis for the derivation of
{o A (e # 0)}s; {¢'} it follows thatp’ E ¢’. The second case im-
plies thao = ¢ A (e = 0) and that(s; )k {O)eny) =" {{)k {0 )enw), SO
by the induction hypothesis for the derivation(@fA (e = 0)} s, {¢’}

it follows thatp’ E ¢’.

{o A (e # 0) s e}
{p}while (e) s{p A (e = 0)}

(HL-wHILE)

Matching Logic - From Executable Semantics to Program \iibn

(IMP statement rules)
Cle] =v

m (ML- asGN)
(C1) 51(C2), (C2)s2(C3)
(C1) s1;52(C3) (ML-sEQ)
Cle] =v. (CA(V#0)si(C), (CA(V=0))s,(C")
(C)if (e) syelsesz (C) (ML-1r)
Cle] =v, (CA(v#0))s(C)
(ML- wHILE)

(Cywhile (e) s(C A (v=0))
(Generic rule)
Er=T, I, ETy =T
ryr

(ML- CONSEQUENCE)
(only statement patterns)

(IMP expression rules)

@ (ML-1NT)

(Cx P V,p)en)[x] =V (ML-Lookup)

Clei] =vi, Clex] =2
Cle; op ez] = Vi Opyt V2

(ML-opr)

Figure 4. Matching logic formal system for IMP

Let p € Map—-[PVarInt] be such thajp E ¢, and suppose
that ((while (e) sk {P)eny —" ({0 Veny fOr somen > 0.
We prove by well-founded induction onthatp’ E ¢ A (e
0). By Prorosririon 2 it follows that ((while (e) s)k (O)enyy —
((if (p(e)) s;while (e) selse N (PYend =" () (0" Venv), Where

n < n. We again distinguish two cases, like in the case of the eondi
tional: if p(e) # 0 then{(if (p(e)) s;while (e) selse ) {O)eny
rewrites in one step ts;while (e) s){(0)eny, and ifp(e) = 0
then it rewrites in one step t&-)x (0Yenyy. The second case is
simpler: it implies thato £ ¢ A (e = 0) and thatp’ = p, so

0 E oA (e =0). The first case implies thatE ¢ A (e # 0) and that
(s;while (&) sk (Pem) —" 1 () (o Yenw. By PropOSITION 2
again it follows that there is som& € Map--[PVar, Int] such that
(U (plemdy =7 (NP enyy and ((while (&) S) (0" Yeny ="

P Yenw fOr somen” < . By the induction hypothesis for the
derivation of{p A (e # 0)} s {¢} it follows thatp” E ¢. By the well-
founded induction hypothesis for' < n (andp”), it follows that

P EeA(e=0).

Ev =0 {olsie), B¢ =y
{w)s{y'}

(HL-CONSEQUENCE)

Let p € Map~-[PVar, Int] be such thap E ¢, and suppose that

{shkPlend =" (P Vend- SincelE ¢ = ¢, it follows that
o E ¢, so by the induction hypothesis we get thatE ¢’, and

sincel ¢’ = ¢’ we finally geto’ E v'.

4. Matching Logic Definition of IMP

In this section we first introduce some generic matchingdogi
notions and notations, and then give a matching logic aximma
semantics for IMP and show it sound w.r.t. tiesemantics in
Section 3. Then we show that for the simple IMP language, a
restricted use of this matching logic proof system is edaivato

the Hoare logic proof system of IMP in Section 3.2.
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4.1 General Matching Logic Notions and Notations

A matching logic formal system for a languagecan be best given
when one already haskasemantics forL. A technique is suggested
in Rosu and Schulte [2009] to relatively mechanically gatea
matching logic formal system from& semantics, and in this pa-
per we show how a program verifier can be derived fromkhe
semantics of a language. AdditionallyKadefinition of a language
also yields an interpreter for the language as well as anaixpl
state model checker essentially for free when executed indgla
[Meseguer and Rosu 2007]. Thus, there are multiple beréfifis-
ing a language & semantics. However, supposing that one wants
to exclusively define a matching logic proof system for a leage
and is not interested in the other benefits & aemantics, all that
is really needed is an appropriate definition of configuratjdav-
ing a fully executable and testé&dsemantic definition off gives
confidence in the appropriateness of its configurationsit lihot
necessary.

Let £° = (£, &7) be the algebraic specification defining the
configurations of some languagé Section 3 (Rrmrrion 1) dis-
cusses IMP as an example of a two-subcell configuration (a com-
putation and an environment) and one other cell is added én Se
tion 6 (a heap), but one can have arbitrarily complex conéitjoins
in £°. Let Cfgbe the sort of configurations ifi°. A first major dis-
tinction between matching logic and Hoare logic is that irichiang
logic program variables are syntactic constants, not logicalivar
ables In other words, one cannot quantify over program variables
and they are neither free nor bound in formulae. Instead/debe
a sortwise infinite set of logical, or semantical, variabtegether
with a distinguished variable named™of sort Cfg which serves
as a placeholder for the configuration in specifications.

Dernition 4. Matching logic specifications, calleconfiguration
patternsor just patterns are FOL_formulaedX.((c=c) A¢), where:

e X c Var is the set ofpattern) bound variablesthe variables in
¢ and the free variables im which are not in X are thépattern)
free variables special variable %" is considered neither free
nor bound, and can only appear once in the pattern, as shown;

e c is thepattern structureand is a term of sort Cfg that may
contain logical variables in Var (bound or not to the pattgrn
it may (and typically will) also contain program variables i
PVar, but recall that those have no logical meaning;

¢ ¢ is the(pattern) constraintsan arbitrary FOL. formula.

We letI', I”, ..., range over patterns. For example, the IMP pattern

Jz(o = ((x:= y/x (X = XY P X#int Z pleny A X % 0)
specifies configurations whose computationis. y/x” and in
which the valuex held byx is different from 0 and divides the value
held byy; variablesxandp are free, meaning that they are expected
to be bound by the proof context (like in Hoare logic, suclefre
variables in specifications act as parameters to the emt)p

Let us fix as underlying model .., written more compactly
just 77, the initial model of£°; 7 is obtained by factoring thE .-
algebra of ground terms by all the equational propertieS5inso
7 is the model of concrete (i.e., non-symbolic) values andigan
rations — Section 3 (Exnition 1) defines the corresponding initial
model for IMP. Let Var® be the seWar U {o} of variablesVar ex-
tended with the special variabbeof sortCfg. Valuationsvar® — 7~
then consist of a concrete configuratiprcorresponding t@ and
of a mapr : Var — 7°; we write such valuations using a pairing
notation, namelyy, 7) : Var’ — 7.

We are now ready to introduce the conceppaftern matching
that inspired the name of our axiomatic semantic approach.

Derinirion 5. Configurationy matchespatterndX.(o = ¢ A @), say
T, iff there is some : Var — 7 such that(y,7) ET.

Matching Logic - From Executable Semantics to Program \iibn

Let us elaborate on the meaning ff) = IX.(c = cAgp). Since
the special variable appears only once in the pattern and since the
syntax of configurations is included in the syntax of our EQIt
is equivalent tar £ AX.(y = ¢ A ¢), which is further equivalent to
saying that there exists somg: Var — 7~ with 6, [vanx= Tlvanx
such thaty = 6,(c) A 8-(¢) holds. Note that = 6.(c) A 6.(p) is
a closed formula, becauge substitutes a ground term for each
variable; in particular, if/ is a term (possibly containing semantic
variables) of sortnt appearing irc, thend, (v) is an integer number.
Therefore, this is equivalent to saying that 6,(c) andd, = ¢.

We next introduce an important syntactic sugar notatioriHer
common case when configurations are bags of cells, that isnwh
“Cfg == (Bag[Cfglten])”. If that is the case, then we I&, C/, ...,
range over configuration item bag terms, possibly with \deis

Nortarion 6. If £L's configuration syntax is of the form “Cfg=

(Bag-[Cfglten])” and if (C) is a Cfg-term, then we may write
(C(Xpna{rom) instead of AX.(o = (C) A ¢).

We continue to call the structuré€ (X)pna {¥)1orm) patterns

In other words, we include the pattern bound variai¥eand
constraintsy as subcells in the top cell, thus regarding them as
additional ingredients in the pattern configuration suitet The
rationale for this notation is twofold: on the one hand itesathe
writing and reading of matching logic proof systems by allogv
meta-variable€, C’ to also range over the two additional subcells
when not important in a given context, and on the other hand it
prepares the ground for our technique to derive matching log
provers fromK executable semantics. This is because the pattern
bound variables and constraints affeetively added as new cells
into configurations, so most of the equations and rules inkthe
semantics can be borrowed and usedhangedn the prover!

A matching logic axiomatic semantics to a programming lan-
guage is given as a proof system for deriving special sequaiied
correctness pairswhich relate configurations before the execution
of a fragment of program to configurations after its executio

Dermntrion 7. A matching logigpartial) correctness pairconsists
of two patternd” and I/, writtenI" {} I". For analogy to Hoare logic,
we callT a pre-condition patternandI” a post-condition pattern

Since the code is included as part of the pre-condition patte
I', we do not mention it as part of the sequent as in Hoare triples
to ease reading, we however shortly introduce some notdtoam-
ventions that will highlight the code. Section 4.2 gives achimg
logic proof system for IMP with configurations consistingaagfom-
putation and an environment, and Section 6 extends it for MHIM
whose configurations add a heap to IMP’s configurations.

4.2 Matching Logic Proof System for IMP

Figure 4 gives a matching logic proof system for IMP. To make i
resemble the more familiar Hoare logic proof system of IMRe, w
adopted the following additional notational conventions:

(C{)en)[x V] instead of C{p[V/x])env

(Clpdom) A ¢’ instead of C (g A ¢ )om
Cle] =v instead of ((e)C) U (W C)
(C)s(C) instead of (C (s)) U (C’ (-}

The meta-variable€, C’ above range over appropriate configura-
tion item bag terms so that the resulting patterns are wettéd
for IMP° (see Rriniion 1). The desugared rule for while is then:

AX.(o = (e C) A @) I AX.(o = (v C) A g),
AX(o={sC) A A (v 0)) I IX (o ={{WC) A )
IX.(o = ((while (&) s)C) A @) I IX.(0 = (()C) A g A (v=0))
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{p+ P, s S,n-N, pleny € {P=0)form -)bnd?
s=0; n=1;
{p+—p,s—=0,n—=1, penv C{P=0)orm {)bnd)
{(prp, s Nn(N-1)/2,n-n, pleny C{P=0 A N< P+ L)torm {Mbnd)
while(n !=p + 1) {
{pr> p,s—n(N-1)/2,n-n, p)eny C{P=0 A N< P+ Lytorm {Mbnd)
s=s+n;,n=n-+1

{p p,s—n(N+1)/2, n-Nn+1, pYeny € {P=0 A N< P+ Lhtorm (Mpnd)
{prp, s Nn(N-1)/2,n-n, pleny C{P=0 A N< P+ L)torm {Mbnd)

1
{pr> p,s—n(N-1)/2,n-n, p)eny C(P=0 A N = P+L)torm (Mbnd)
{(pr>p, s p(p+1)/2,n— p+1, p)env € {P=O)form {)bnd)

Figure 5. Matching logic proof of the sum of firgt numbers.

In the case of IMPC above ranges over one-element configura-
tion item bags, namelp).n,. However, in the case of HIMI will
include an additional heap cell. Using generic meta-végtbke
C above instead of more concrete configuration item bag tesms i
key to the modularity of our matching logic definitions andagfs.
Indeed, to add heaps to IMP in Section 6 we only add new rutes fo
the new language constructs (none of the rules in Figure dges).

Figure 5 shows a matching logic proof, following a compact an
intuitive notation, also used in informal Hoare logic preofhe
grayed text is the code, the rest are proof annotations. Aesexg

(C)s(C’) means that a proof for the corresponding correctness

pair can be derived, and two consecutive patterns meanshghat
former implies the latter, so an implicit use of (MloNSEQUENCE)
is assumed. Note that, s, n, p and c are free, so they act as
parameters for the proof. Sinaeand n do not occur in the post-
pattern anymore, it means that the program calculates tiea$u
numbers up tg no matter what the initial values afandn were.
Also, note that the variablgs and c appear unaltered in the post-
pattern, meaning that nothing else changes in the envirohamsl
in the configuration pattern; in the case of IMP thés always
empty (“"), but by placing it there we can transport the proof as
is to HIMP, in which case says that the heap remains unchanged.
The variablep andc above act as environment and configura-
tion frames In matching logic, one can have a frame corresponding
to any cell. We refrain from adding framing rules for thesediese
one can achieve the same result methodologically, by alwsiys
a free variable matching “the rest” of the cell one is intezdgo
frame. This works for the heap the same way. We refer the reade
to Rosu and Schulte [2009] for more on framing in matchirgjdo
The next result shows that the matching logic proof system
for IMP in Figure 4 is sound w.r.t. thE executable semantics in
Figure 2. For technical reasons, we assume that the oritfl
program (embedded in the pattdribelow) is ground (i.e., it does
not contain variables ivar); this is not a limitation, because the
program variables irfPVar are treated as constants in matching
logic. If one wants programs to be parametric, one can do it by
using free variables in the environment, as in Figure 5.

Tueorem 8. (Soundness of matching logic w.r.iK for IMP) If
I | " is derivable, then for angy, 7) : Varr — 7 with (y,7) E T,
if IMP E y —* y withy’ final then(y’, 1) ET".

Proor. For simplicity of writing, we do the proof specifically to
the current definition and implicit configuration structurelMP.
In other words, we consider that the top-level configurationly
have a computation cell..), and an environment ce(l..)en,. How-
ever, we never use the fact that configurations have onlettves
items, so our soundness proof below works for more complex co
figurations, too, like those in Section 6 for the HIMP langeiag

We first prove the soundness of the rules deriving “expressio
evaluation” sequents of the for@[e] = v, that is, in desugared
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form, AX.(o = (e (P)en? A 9) U IX.(0 = ((V)k {)env? A ), Where

e andv are terms of sortg andInt, respectively (note that may
contain semantic variables, bound or not). We prove a séong
result, namely that the resultirtly's (see discussion preceding this
theorem) can be chosen to be the same; specifically, we prove

Lemma 9. If IX.(0 = (&) (Plend A @) I X (0 = (Wi (P)en) A ©)
is derivable and if(y,7) E IX.(c = {(e){p)eny A ¢), Which is
equivalent toy = {{e)x(0:(0))eny fOr somed, : Var — 7 with
g-rrVar\X: TrVar\X and 0. E @, and if IMP E y —=* ’}// with ’)” final,
theny’ = (6:(V))x (6:(0))eny (NOte thatd.(v) is an integer); this
implies, in particular, tha(y’, 7) E AX.(c = {(V)k {0)env) A ©).

Proor. The proof of Lemma 9 goes by induction on the length of the
derivation ofC[e] = v using the proof system in Figure 4. For each
of the rules deriving a seque@fe] = v (desugared as above), con-
sider fy, 7) | AX.(o = (e} (P)en) A ), thatis,y = ((e)x (f-(0))er)

for somed; : Var — 7~ such tha®; [\anx= 7[vanx andé; = ¢, and
also that IMPE y —* v with y/ final.

(ML-1~T)

AX.(o = (@ {Plen? A @) U IX(0 = ((D)k {P)env) A )

In this casey = (i) {8:(0))eny is already final, sy’ = y =
<<91(i)>k <91(p)>9nv> (nOte thawr(i) = i)-

(ML-rookup)

AX (o= (X (x> V, Plend A@) U AX (0= (W) (X V, P)env) A)

In this casey = (X (x> 0.(V),0.(0))envy. The only way to
rewritey in theK semantics in Figure 2 is by a lookup rule (getting
a final configuration), s¢’ = (((8:(V))x (6:(x >V, p))en) -

(ML-op)

AX.(o = ek (Plenw A @) I AX.(0 = ((VL)k {PYenw) A @),
AX.(0 = {{ex)k Plenw) A @) I AX (0 = {{V2)k (O)enn) A )
X (o = ((e1 0p e2)k {Plend Ag) U IX.(0 = {{V1 0P V2)k {0Denv) A )

In this casey =({e;0p e )k (6:(0))eny) ={{&1~ T 0P €2 )k (B(0))eny),
so0 by RoposiTion 2 there is some integér s.t.((e; )k (8:(0))eny —*
{(L1)k (B-(0))enw @Nd((i; ~ O 0P &)k (B-(p))env?, Which is equal
to ((i10p ek (f:(0))en, €qual to((e; ~ i, 0p O (f-(0))env),
rewrites toy’. Using RorosiTion 2 again, it follows that there is
some integeri, S.t. ((e2)k(0r(0))eny —" (i2)k (6-(0))envy and
({iz ~ iy 0p Dk {be(o)eny = ((i10p1i2)k(0:(0))end rewrites to
v'. It is obvious then thay’ = ((i; 0P 120k (0:(0))env- By the
induction hypothesis applied foy; =ger ({€1)k {(6-(0))enyy and
Y2 =def {{€2)k {0-(P))env, it fOllOws thati, = 6, (vi) andi, = 6,(Vy).
Thereforey’ = ((6:(vV1 0P V2) )k {0 (0)Yeny) - m
Lemma 9 implies the soundness of the expression rules. We now
return to the proof of fieorem 8 and prove the soundness of the
statement rules. As expected, the proof also goes by iratyatin
the length of the derivation of the statement sequéts (C’)
appearing in the conclusion of each rule of the proof system i
Figure 4. As before, we consider these rules in desugared feor
each of the rules deriving a sequent of the fg@) s (C’), desug-
ared todX.(o = {((s)k{Pleny A @) I AX (0 = (I Vend A &),
consider that¢,7) E IX.(c = {sk{p)eny A ), that is, that
v = {{s) <91(p)>env> for somed; : Var —» 7 s.t.6, rVar\X: T rVar\X
andé. E ¢, and also consider that IMR y —* " with y’ final.
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(ML- asGN)

AX.(0 = (e (Plen A @) U AX.(0 = (Vi {O)ern) A ¥)
AX.(o = (x:=el{Pemd A ) U IX(0 = (I (pIV/XDenn) A @)

In this casey = ((x:= e (6:(0))en = (& ~ x:=DON (0:(0))env)s
so by RoposiTion 2 there is some integers.t.{({(e)x (0 (0))en) —*

(i (O (0))en AND{(x =1} (0-(0))eny —* 7', SOy’ Can only be
B (0)[1/X])ern) - By LEMMA 9, we get thal = 8.(v). Theny’ =

(B (olV/X])Denv?, SO ¢, 7) E IX.(0 = (I (olV/X]enn)) A .
(ML-sEQ)
AX1.(0 = sk {e1enw A @1) U IXz.(0 = (I (P2)eny) A @2),

IXo.(0 = ((s2)k (P2)enw A @2) U IXz.(0 = (I (P3denn) A ¢3)
AX1.(0 = (s13852)k {P1)eny) A 1) U IX3.(0 = ({ )k (P3)ers) A ¥3)

In this casey = ((s1;52)k (B3 (01))en) = ((S1 ~ 52)k (O7(01))en)»
where, for uniformity in writing, we replace@} by 6. By Proposi-
Tion 2 and the induction hypothesis, we gét; ) (0X(01))eny —*
((k (B%(p2)Yend @Nd((s2)k (62(02))eny —" ¥ for somes? : Var —
T~ With 62 [vanx, = TManx, @aNd6? k= ¢,. By the induction hypothesis
again we gety’,7)  3Xs.(0 = {({)x {03)env) A ¥3).

(ML-1¥)

AX. (o = (e (Pend A ¢) U TX (0 = (VK (Pen) A ¥),
AX(0 = (s Plend A A (V£ 0)) U X (o= (k{0 Ve AP,
AX (0 = (s {Plen A @ A (v=0)) U X" (o ={{ Dk (" Venw) AP')
AX.(o=((if(e) s; else sy )k (P)en A) U AX (0 =({ )k {0 Ve AY)

In this casey is ((if(e)s; else s;)k (8:(0))eny), Which is equal

to ((e ~ if(O) s; else s3)k {0-(0))env), SO by Rorosition 2 there

is some inteQeri s.t. <<e>k <97(P)>env> - <<i>k<gr(p)>env> and
(if(i) s; else su)k(0:(0))eny —* ¥/, and by lemma 9 we know
thati = 6.(v). Now there are two cases to analyze, namely 0
andi = 0; we only analyze the former because the later is similar.
If i # O then there is only one way to rewrite in one step the con-
figuration containing the computatidrf(i) s; else s;, SO we can
conclude that({s; )k (6:(0))eny =" 7. Sinced; E ¢ A (v # 0), we

can apply the induction hypothesis on the second hypothetie

rule (ML-1¥) and concludey(, 7) £ 3X’.(0 = {(-) (0 Verw) A®').

(ML- wHILE)

AX.(o = (e {Plenk A @) U IX.(0 = (V) {P)end A @),
AX.(o = {{sh{deny A @ A (V£ 0)) I AX (0 = (D {Penw) A @)
AX.(e=((while(e) s (plen Ap) U IX (0 =(( Ik {Plend ApA(V=0))

In this case we have that = ((while (e) s)k(6:(0))enyy —* V'
We prove by well-founded induction anthat the following propo-
sition holds for anyn > 0: if ((while (&) s){f:(0))eny —" V'
for somef, : Var — 7 such that); [vanx= 7 [vanx andé. = ¢,
then ¢/,7) E AX.(c = (ke A @ A (v = 0). Fix ann > 0
and suppose thaf(while (e) s) (6:(0))eny —" 7 for some
0. : Var — 7. Proposition 2 and Lemma 9 imply that this rewrite
sequence must be of the forfidwhile (e) s)k (0:(0))eny —°
(LE ((6:(0))(v)) s;while (e) selse Yy (B:(p))enmy —" 7, for
somen’ < n. We distinguish two cases, like in the case of the condi-
tional. (1) If (6:(0))(v) # O then the last’ rewrite steps above can
only be ((if ((6:(0))(v)) s;while (e) selse -} {0:(0))eny —
((s;while (&) s)(F:(0))eny —" T 7. By ProposiTioN 2 again,
it follows that there is some ground environment such that
(M (B (0))emy =" (N (podeny @aNd((while (e) s (poen) ="

vy’ for somen” < n’ — 1. By the outer induction hypothesis, it
follows that ({-)k {0oYenw»7) E IX.(o = (()k{O)em A @), that

Matching Logic - From Executable Semantics to Program \iibn

is, there is some., : Var — 7 with 6. Nanx= T Mvanx and
0. E ¢ such thatpg = 6.(p). Sincepg 0.(p) andn” < n
we can apply the inner induction hypothesis and conclude tha
(v, 7) E IX(o = {(udodem) A A (v = 0).(2) If (6:(0))(v) = 0
then it can only be that' = 1 andy’ = ((-)x (8:(0))env), SO taking
0, as the witness for the existential quantifier, we concludeiths
also the case thay(, 7) E IX.(c = {({: )k Oy A @ A (v =0).

Finally, we prove the soundness of the generic rule. We prove
its soundness more generally, for any configuration patfeven
though we only use it for statement patterns.

(ML- cONSEQUENCE)

Elr=T, LU0, B =T
Tyr

Let (y,7) E I and suppose that IMR y —* 3’ for some finaly’.
Then alsot, 1) = I'y and, by the induction hypothesis; (1) E T,

which implies that{/,7) = I

4.3 Equivalence of Matching Logic and Hoare Logic for IMP

We next show that, in the case of the simple IMP language dis-
cussed so far, any property provable using Hoare logic is als
provable using matching logic and vice-versa, that is, aop@rty
provable using matching is also provable using Hoare ldgmre-
over, our proof reductions are mechanical in both direstjigvhich
means that one can automatically generate a matching logf p
from any Hoare logic proof and vice-versa. As before, we isphec
ize our proofs for IMP; however, in the embedding of Hoaredog
into matching logic part we do not use the fact that the condiion
contains only an environment and a computation, so thidtralso
works for other languages that admit Hoare logic proof syste

Before we proceed with the technical constructions, we need
impose a restriction on the structure of the matching logitgons
to be used throughout this section, more precisely on timsiren-
ments. Note that matching logic patterns allow us to giveanor
formative specifications than Hoare logic. For example teepaof
the form{...(x — X)en...) Specifies configurations whose environ-
ments only declare (and its value ix), while a patter(...(-eny...)
specifies configuration with empty environments; that mehas
while one is able to derivé&(x — X)en) X:=x-X {{X = O)eny, it iS
impossible to derive(-Yen) x:=x-x {{x > O)enyy, Simply because
one will never be able to “evaluate! in the empty environment.
However, note that the obvious Hoare logic equivalent, name
{true} x: =x-x {x = 0} is unconditionally derivable.

To prove our desired equivalence result, we fix a finite set of
program variableZ < PVar which is large enough to include
all the program variables that appear in the original pnogthat
one wants to verify. Moreover, from here on in this section we
assume that all the environments that appear in matchinig log
patterns have the domain precisghAlso, we assume that C Var
is a set of “semantic clones” of the program variableg jirthat
is,Z = {z | z € Z}, and that the semantic variables Zznare
reserved only for this semantic cloning purpose. Also,oletbe
the special environment mapping each program varialdle into
its corresponding semantic clone Z.

We first define mappingsi2M and M2H taking Hoare logic
correctness triples to matching logic correctness pair, @spec-
tively, matching logic correctness pairs to Hoare logicrecimess
triples. Then we show inHeorem 10 that these mappings are log-
ically inverse to each other and that they take derivableieets
in one logic to derivable sequents in the other logic; fornegke,
if a correctness triplép} s {¢’} is derivable with the Hoare logic

proof system in Figure 3 then the correctness p@M({¢} s {¢'})
is derivable with the matching logic proof system in Figure 4
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H2M. Assume that variables that appear in Hoare logic speci-

fications but not in the original program are semantic vagsin
Var. Let us first define a homonymous map taking formuteend

statements to configuration patternd2M(yp, s) as follows:
def

H2M(p, s) = 3Z.(0 = ((s)k {pz)en A pz())-
Hence,H2M(y, s) is a pattern whose computationiswhose en-
vironmentpz maps each program variabiein ¢ or in s into its
semantic clone (and possibly many other variables that do not ap-
pear ins or in ¢), and whose side conditiqry(¢) renames all the
program variables in the original formula into their sen@nbun-
terparts. We now define the mapping from Hoare logic coressn
triples into matching logic correctness pairs as follows:

H2M({g} s {¢'1) = H2M(p, 5) I H2M(g', ).
For example, i = {x, z} then
H2M({x >0Az=U} z:=x+z {z>U}) =
AX,z(0 =z =X+ 2 E P X Z P Denp AX>0AZ=1)
U Xz ={{N{EXP X2 Zen) AZ> ).
The resulting matching logic correctness pairs are quitgitive,

and then the redundant quantifietZ”.

To prove thaH2M o M2H is logically equivalent to the identity
on matching logic correctness pairs, all we need to provéas t
any matching logic patteraY.(c = {((s)k {0Yenv) A ) is logically
equivalent todX.(c = {(s) {ox)eny A px(AY.(0 A ¢))), where X
is the set of semantic variable clones of those program hlasa
in the domain ofo. Sincepx only maps program variables € X
into corresponding semantic clones X which are not used for
any other purpose (in particulat N'Y = 0 and ¢ contains no
variable inX), we obtain thajpx(3Y.(oc A ¢)) = AY.(ox(P) A ¢).
Moreover, since the variables Ivican at most be used jmand
¢, we can move the existential quantifiers in front, thaBi,(o =
sk {ox)emy Apx (AY.(0 A ¢))) is logically equivalent talY.aX.(o =
s {ox)emd A px(p) A ¢). Note thatpy is a term of the form
X1 > X2, Xy > X, Xn B X, whereX = {xq, X, ..., X} iS the set of
program variables in the domain pf that if p has the formx; —
Vi, X3 B Vo, ..., X, > Vi thenpx(p) is a formula of the formx; =
Vi A X2 = Vo A... A X, =V, and that these are the only places where
the semantic variableg, x,, ..., X, appear. Replacing each term

making use of pattern bound variables as a bridge between thex by the equal ternv; in px we can systematically replace each

program variables and the semantic constraints on them.

M2H. Given an environment = (x; - Vi, X; Vo, ..., Xy
V), letp be the FOL formulax; = Vi AX; = Vo A ... A Xy = V.
Then we define the mapping2H taking matching logic statement
correctness pairs into Hoare logic correctness tripleslémnfs:

M2H(3X.(0 = ({s)k {@)en A @) U AX".(0 = () <P,>env>_/\ ©))

={3X @A @)} s(AX.(0' A @)}

For example, if" | I is the correctness pair

AX, 20 =z =X+ 2 EX P XZP Denp AX>0AZ=1)

U 3Ixz(o={xE P X2Z2H e AZ> L)

above, theM2H(T |} ) is the correctness triple

{Ax,z(x=XAz=2zAX>0AZ=U)}

Z =X+z
{Ax,z(x=xAz=zAZ>U)}

We say that two FOL formulag; andy, are logically equivalent®
F @1 & ¢2. Moreover, correctness triplgg: } s {¢;} and{e} s {¢5)
arelogically equivalentff | ¢1 & ¢, andi ¢] © ¢, similarly,
matching logic correctness pairs {} I'; andI’; || I, arelogically
equivalentff = I'y & I'; and= I} & I, Thanks to the rules (HL-
conseQuENCE) and (ML-coNSEQUENCE), respectively, in both Hoare
logic and matching logic, logically equivalent sequents either
both or none derivable. Sinék, z(x = XxAz=zZAX>0Az= )
is logically equivalent tox > 0 A z = u and sincedz(z =
Z Az > U) is logically equivalent tez > u, we can conclude that
the correctness triplB12H(T |} ") above is logically equivalent to
{x>0Az=U} z:=x+z {z>U}.

Tueorem 10. Any Hoare triple{¢} s{¢'} is logically equivalent to
M2H(H2M({¢} s{¢’})), and any matching logic correctness pair
I Y I” is logically equivalent to H2NM2H(T" |} T’)). Moreover, for
any Hoare logic proof ofy} s{¢’} one can construct a matching
logic proof of H2M{¢} s {¢’}), and for any matching logic proof of
I' |y T” one can construct a Hoare logic proof of M2 I').

Proor. To prove thaM2H(H2M({¢} s {¢'})) is logically equivalent

to {p}s{¢’}, we need to prove that any is logically equivalent
to 3Z.(oz A pz(p)), whereZ andp; are those in the definition of
H2M. This follows by noting thapz is a conjunct of equalities
of the formz = z one equality for each program varialkdec zZ
(and its corresponding semantic clane Z), and noting thapz(y)
replaces each program variablegrwith its semantic clone: one
can therefore apply all the equalities= zbackwards opz(¢) and
thus soundly recovep, then one can first remove the redundagnt
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mappingx; — X in px by a mappingz; — Vi, thus transforming
px back intop. Since the existentially quantified variablesXrare
not used anymore in the formula except for in the subformu(@),
we obtain thaBY.aX.(c = ((s)k {ox)eny A Px(P) A ¢) is logically
equivalent tadY.(o = {({s)k {OYenv) A IX.(0x(0)) A ). Finally, since
AX(ox(0)) iIs AX.(Xg = ViAX2 = Vo A...AX, = V) Which is obviously
a tautology, we conclude thav.(o = ({(s)x {0)en) AIX.(ox(0)) A )
is logically equivalent taY.(o = {({(s)k (0)eny) A Ap).

To prove the remaining of deorem 10, we first prove the
following lemma stating that the “evaluation” of an expiiessis
unconditionally provable in matching logic:

Lemma 11. If e is an expression, then the expression correctness
pair  3AX.(o = {({e) {Plend A @) U AX".(0 = (W) {0")erw) A ¢") S
derivable using the expression rules in the matching logaop
system in Figure 4 X’ = X,p’ = p, ¢’ = ¢, andp is defined in all
program variables occurring ir and v= p(e).

Proor. The proof of the lemma goes by structural inductioneon
There are three cases to analyze.

() If e is an integeri, then the correctness pair is derivable
iff it is derivable as an instance of rule (Mkr) in Figure 4, ff
v=1i=p@), X =X, p =p,andy’ = ¢.

(2) If e is a variablex, then the correctness pair is derivatfie i
it is derivable as an instance of rule (Mbokur) in Figure 4, if
X" = Xandp = p’ contains the mapping — v; if that is the case,
then obviously = p(x).

(3) If e is an expression of the formy op e, for some expres-
sionse; ande;, then the correctness pair is derivalffatiis deriv-
able using the rule (Mlop) in Figure 4, ff X’ = X andp’ = p and
¢’ = ¢ andv = v, 0p,, V2 and

AX.(o = (e (Plen A @) U IX.(0 = (V1)K (P)enn) A )

AX.(o = ek (Plenw A @) U X (0 = ((V2)k (P)enn) A )
are derivable,ff X’ = X andp’ = p andy¢’ = ¢ andv = v, 0p,; V2
andp is defined in all program variables appearingjrande, and
v; = p(e;) andv, = p(es3), iff X' = X, p’ = p, ¢’ = ¢, andp is
defined in all program variables occurringdrandv = p(e) (since

pler op ez) = pler) 0Py ple2)).

We now return to fieorem 10 and prove that for any Hoare
logic proof of {¢} s {¢’} one can construct a matching logic proof

of H2M({¢} s {¢’}). The proof goes by structural induction on the
formal proof derived using the Hoare logic proof system igLFe 3.

We consider each rule in Figure 3 and show how corresponding
matching logic proofs for the hypotheses can be composedaint
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matching logic proof for the conclusion.

Wle/ixizely) (b
We have to produce a matching logic proof for
JZ.(o = {x = e} {pz)eny A pz(ple/x]))
U 3Z(o = (N lpzdenw A pz(9)),
whereZ is the one in the definition di2M. By Lemma 11, the fol-
lowing is derivable (becausewas chosen large enough to contain
all program variables ir, sop; fits the hypothesis of imma 11)
3AZ.(o = (e {pz)en A pz(¢le/x]))
U 3Z(o = (pz(e) (oz)enn A pz(ple/x])),
so by applying rule (MLasan), the following is also derivable:
JZ.(o = {x = e} {pz)eny A pz(ple/x]))
U 3Z.(0 = ((pzlpz(e)/xDens A pz(¢le/x])).
Finally, sincepz(¢[e/x]) = pz[pz(e)/x](¢) and since in FOL the
formula3Z.(o = (W (ozlpz(e)/x])en) A pzlpz(e)/x](¢)) implies
the formuladZ.(o = (-} (pz)en? A pz(¢)) (intuitively, because the
former is “more concrete”), we get by rule (MionseqQuence) that
JZ.(o = {x = el {pz)eny A pz(ple/x]))
U 3Z(o = ({pzdenn) A pz())

is derivable.

{p1} 51 {p2}, {92} sz {3}
{1} s1582 {pa}

SupposeH2M(gp1, s1) U H2M(¢2,-) and H2M(g2, s,) I H2M(gps, )
are derivable. Desugaring these and the rule @b)-in Figure 4,
we can easily see that rule (Mieg) implies that the correctness
pair H2M(p1, s1; s2) U H2M(¢3, -) is also derivable.

(HL-sEq)

{oa(e#0)si{¢), {wA(e=0)s;{¢)
{o}if (e) s;else s;{¢'}

(HL-1¥)

Suppose, inductively, that the following two correctneas$
3Z.(0 = (s (p2)en) A pz(p A (e # 0)))
U 3Z(o = ({pzdenw A pz(¢))

and
AZ.(0 = ({s2)k (Pz)erw A pz(@ A (e = 0)))

U 3Z(o = - p2denmd A pz(¢"))
are derivable with the proof system in Figure 4. By 11

EIZ-(o = ((e) <pZ>env> /\Pz(ﬁﬂ))

U 320 = pz(e)k (oz)end A pz())
is derivable, so (ML) implies that

AZ.(0 = ((if (&) sy else sy){pz)em? A Pz(9))

U 3Z-(O = {({kpz)env) /\Pz(‘P'))
is also derivable.

{o A (e # 0) s e}
{p}while (e) s{p A (e = 0)}

(HL-wHILE)

Suppose, inductively, that the correctness pair
AZ.(o = (s (pz)en A pz(p A (e # 0)))

U 3Z(o = (W {p)enw A pz(0)
is derivable with the proof system in Figure 4. ByMma 11

EIZ-(o = ((e) <pZ>env> /\PZ(QO))

U 3Z(o = (pz(e) (pz)enn) A p2())
is derivable, so (MLwsiLE) implies that

3Z.(o = ((while (&) s)k(pz)enmd A pz(¢))
U 3Z(o = {pz)enw Apz(ep A (e =0)))
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is also derivable.

Ev =0 {olsie), B¢ =y
{w) s {y'}

(HL-CcONSEQUENCE)

Suppose, inductively, that the correctness pair
3Z.(o = {{s)k (Pz)enw) A p2())
U 3Z(o = pzenw) A pz(¢))
is derivable with the proof system in Figure 4. Sineey = ¢
implies E pz(y) = pz(¢), which further impliesE 3Z.(c =
{shkpz)eny A pz(¥)) = TZ(o = {sh{pz)eny A pz(p)), and
similarly for E ¢’ = ¢/, we get by (MLeonseQuence) that
3Z.(o = () (z)em? A pz(¥))
U 3Z(o = {{(Hk{pz)enw A pz(¥'))
is also derivable with the proof system in Figure 4.

We now prove that for any matching logic proof bf{} I”
one can construct a Hoare logic proofM2H(I" |} T'’). The proof
goes by structural induction on the formal proof derivechgghe
matching logic proof system in Figure 4. We consider eacé inul
Figure 4 in desugared form and show how corresponding Hoare
logic proofs for the hypotheses can be composed into a nmafchi
logic proof for the conclusion.

(ML- AsGN)

AX.(0 = ({e) (Plen) A @) I AX.(0 = (WK (O)env) A ¥)
AX (o = (x:=e){Pem? A @) U IX(0 = (I PIV/X]enn) A @)

Since we can assume that have a matching logic proof for the hy
pothesis of (MLasan), thenv = p(€) by Lemma 11, SOM2H(T |} T”)

is the Hoare triple{aX.(o A ¢)} x:=e{IAX.(o[p(e)/x] A ¢)}. We
show this derivable using the Hoare logic proof system inuFeg.
Note that {(IX.(o[p(e)/x] A ¢))[e/x]} x:=e {IX(pp(e)/x] A ¢)},

is derivable by rule (HLasgn). We next show that IX.(o A ¢) =
@X.(olo(e)/x] A ¢))[e/x], so that the desired result holds by an
application of the rule (HLeconsequence). First, note thaty only
uses semantic variables, gpe/x] = ¢. Second, lep\x be the
environmenjp from which the mapping% — _" is removed; thus,
plo(e)/x] = p\x A p(e) = e. Since there is no name capturing
between the semantic variablesXnand the program variables in
the substitution ¢/x], we get that 8X.(o[p(e)/x] A ¢))[e/x] =
AX.(o\x A p(e) = e A ), so it sdfices to show that IAX.(o A ¢) =
AX.(o\xAp(e) = eAyp), and in particular that p = p\xAp(e) = e,
and since obviously= p = p\x, all we have to show is that
E p = p(e) = e. Fortunately, this follows easily by equational
reasoning, replacing each program variable wvith its semantic
counterpart irp until eventuallye becomeg(e).

(ML-sEqQ)

IX1.(0 = sk (penw A @1) U 3Xz.(0 = (I (P2)enn) A @2),
IXo.(0 = ((s2)k (P2)enw A ©2) U AXz.(0 = (I (P3denw) A ¥3)
AX1.(0 = ({s1582)k {on)enw A 1) U IXz.(0 = {{ Ik (P3)envd A ¢3)

Suppose, inductively, that we already have Hoare logic fgroo
for the triple {3X1.(o1 A ¢1)} s1 {IX2.(02 A ¢2)} and for the triple
{IX2.(02 A ¢2)} 52 {IXs.(03 A 3)} corresponding to the two hy-
potheses in rule (Mlseq). Then by rule (HLseQ) we can also
build a Hoare logic proof fofaX;.(o1 A ¢1)} s1; 52 {3X%s.(03 A @3)}.
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(ML-1¥)

Start with the executabl& semantics of IMP in (Figure 2) and:

AX. (o = (e (PYend A ¢) U TX (0 = (VK (Pen) A ¥),
AX(0 = sk {Pdend A A (V£ 0)) U X (0= ({ Mk (0 Ve AP,
AX (o = {(s2)k {Plen A @ A (V= 0)) U X (o ={{ Wk Venw) AP')
AX.(o=((if(e) s1 else sy)k (P)en A) U AX (0 =({ )k {0 Ve AY")

By Lemma 11, v = p(e). Suppose, inductively, that the triple
(AX.( A @ A (p(e) £ 0)) s, {AX (0" A ¢')} as well as the triple
{AX.(2 A @ A (p(e) = 0))} s, {AX'.(0" A ¢')} are derivable using the
Hoare logic proof system in Figure 3. We can use the equslitie
in p to systematically replace each program variablee invith

its corresponding semantic value gnuntil e becomesp(e), so
one can show that p Ao Ae # 0 = pAgpApe) #0

(1) Define patterns (in sugared form), by adding: (language-independent)
syntactic categoriegar andFormfor semantic variables and formulae, and
Cfgltem:= ... | (Set~[Var)png | (FOrMsorm

(2) Extend language syntax with pattern annotations and adud @amecell
S:u=..|assert Cfg and

Top == (Set-[Cfg])+

(3) Add language-independent, verification-framework-digecules:
((assertT' ~vk)k C) — Ly, Whenk= (k) €) = L,
I'->TiIowhenET =T VI

{wey — -

{fals&tormC) — -

(V- ASSERTION-CHECKING)
(V-CASE-AND-ABSTRACTION)
(V-DONE)

(V-INFEASIBLE)

andE pApAe =0 = pAgAp(e) = 0. Extending these
to the quantified expressions and using the rule ddksgguwca)

twice, we get that the tripldSIX.(o0 A ¢ A e # 0)} s1 {AX'.(0" A )}
and{3X.(o A ¢ A e = 0)} s, {IX".(0" A ¢)} are derivable using the

o

(4) Replace rules foi f andwhile with: (language-specific)— here IM
{(ELE (V) sy elsesy) Kk (@XormC) (V-1r)

= {(s1 ~ Kk (@ AV # Ohiorm C)  {{s2 ~ K)k (¢ A V= O)jorm C)
({(while (e) s) ~ k) C) — ((if (e) (s; assert(c)) elsek)C) (V-WHILE)

Hoare logic proof system in Figure 3, so by (Hil)-the triple
{AX.(o A @)} if(e) s; else s, {AX .(o' A ¢')} is also derivable.

(ML- wHILE)

AX (o = (e {P)en A @) U IX.(0 = (V) {p)envd A ),
AX.(o = {sh{@lend A @ A (V£ 0)) I AX (0 = (D (Penw) A ¢)
AX(o=((while (e s) {(P)end A¢) U IX.(0=({ )k {O)en) A A(V=0))

By Lemma 11, v = p(e). Suppose, inductively, that the triple
{AX.(o A ¢ A (o(e) # 0))} s {AX.(o A ¢)} is derivable using the Hoare
logic proof system in Figure 3. Like above, we can use thelequa
ties inp to show that=pApAe # 0= pApAp(e) # 0, so by rule
(HL-conseQuENCE) noting that the variables ia and X are disjoint,
we get that{aX.(o A ¢) A e # 0} s {IX.(0 A ¢)} is derivable using
the Hoare logic proof system in Figure 3, so by (Miuie) the
triple {IX.(o A p)}while (e) s{IX.(0 A ¢) A e = 0} is also deriv-
able. Finally, like above we can show thaBX.(o Ap) Ae =0=
AX.(o A ¢ A p(e) = 0), so the result follows by one more applica-
tion of the rule (HLeoNSEQUENCE).

(ML- cONSEQUENCE)

E IX (0 = {s)k(Oenm) A @) = IX1.(0 = (S {p1)env) A ¢1),

X1.(0 = (s {pr)en A 1) U IXL.(0 = (I {0 ens) A ¢1),

E HX;/L-(O = (- {Penv) A ‘PD = X (o = {0 Venw) A @)
AX (o =)k Pem Ag) U X" .(0={{ ) (0 Ve AP')

Suppose, inductively, th&fX;.(o1 A ¢1)} s {3X1.(,o_’l A @)} is deriv-
able using the Hoare logic proof system in Figure 3. We shaw th
E3IX.(pAgp) = IX1.(p1 A1) andl= X (0] Ag) = AX (o’ Ag'),
so that the result follows by applying rule (HlonseqQuence). The
two properties are similar, so we only prove the first one. Let
& :VaruPVar — 7~ be a valuation such thate IX.(o A ). All we
need to show is that = 3X;.(p1 A ¢1). Letd, : Varu PVar — 7
be a valuation such thag[ varupvagx= &l varpvagx @andé; = p A @.
Lett : Var — 7 beé [var and letd. : Var — 7 be 6 [var
Note thatf, Nanx= 7 lanx and 6, E ¢. Thus, if we takey

to be the configuratiofi(s) (8:(0))eny, thend, is a witness that
(v,7) E IX(c = {s){plen) A 9). By hypothesis we get that
(y,7) E IX1.(0 = ({S)k {o1)env) A1), SO there is somé : Var — 7
such that')} MVarx, = Tlvarxq» 9& E @1, andy = ({s)x <9%(P1)>env>a the
latter being equivalent té}(o1) = 6-(p). Letd; : Varu PVar — 7~
be the valuation witl va= 6 andeé_!rp\,a,: ¢ pvar= €lpvar. Then

note that} |= p1 A @1, S0& k= AX0.(p1 A ¢1).

Matching Logic - From Executable Semantics to Program \&iibn

Figure 6. Matching logic verifier, generic(1,2,3) and IMP-specific(4

5. Deriving an IMP Matching Logic Verifierin K

Figure 6 shows how we can turn tfie semantics of IMP into a
program verifier in four simple steps, the first three beimglaage-
independent (so they are reusable acrodferint languages).
Section 6 shows that it is equally simple to do the same for a
more complex language with a heap, dynamic memory alloca-
tion/deallocation, and even arbitrary pointer arithmetic. Wgtne
discuss each of the four steps deriving the prover in Figuaad
show that it issoundand completefor matching logic (provided
enough annotations). Intuitively, the idea of our approadb exe-
cute theK semantics symbolically on a pattern annotated variant of
the original program, splitting the verification task intettasks at
each conditional. This way, one can have in principle a paptioe
sion problem, but, as we show, that can be mitigated by pimyid
additional annotations.

The first step is to add algebraic infrastructure for patelns
easier and more intuitive to work with patterns in sugaretzhiimn
as bags, like in Nrarion 6. All we need to do is to add two new
subcells, one holding the set of bound variables and the btiid-
ing the constraints. However, one needs to also add all titexspf
FOL. formulae, but we assume that to be defined once and for all
and import it in each language definition. We therefore asswe
are given the syntactic categoriéar for logical variables an&iorm
for FOL. formulae. Since our FOLis many-sortedyar is also
many-sortedVar, Vargn, etc. Moreover, since logical variables
act as symbolic values, we need to subsort them to the domains
of values:Var;: < Int, Varg,, < Eny, etc. Note that terms of sort
Cfg of the form ((k)x {0)env{¢)1orm {X)bng) @re now patterns, while
terms of sortCfg of the form ((k)x {0)enyy With p ground are still
configurations; in this section we only work with patterrisugh.
Thanks toK’s modularity, equations and rules from Figure 2 ap-
ply unchangedon patterns as well, yielding a symbolic execution
engine for IMP for free. However, this simplistic symboliegine
may get stuck at control statements. We address this prdiéow
by splitting the symbolic execution in two executions, oaedach
branch, accumulating the corresponding constraints.

The second step is to add program annotations. We do this by
allowing the user to state a partial pattern at any placedrgmpu-
tation; by “partial” pattern we mean one whase), cell is omitted
(itis unnecessary, since the current computation is utatats We
also add a new top-level cell wrapping a set of patterns, each
responding to one symbolic execution path that is beingoezgl
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The configuration of the program verifier will therefore cish®f
acell(I'; T,...T',)+, eachl’; being a pattern with annotated compu-
tation. Interestingly, the equations and rules in Figureo2kmvith
such extended configurations without any change, becaegedn
operate “in parallel” in each of the embedded patterns.

pattern assertions and an initial pattern. The rewriteesysin
Figure 6 is then launched on the top cell containing inigiaihly
one pattern, namely the initial pattern infused with thegpam.
The program is considered fully verified when the top celldmees
empty. Let us illustrate our verifier on the sum program with i

The third step is to introduce some generic rules that are the pre- and post-condition patterns, as given in Figure 5. pliagram

same for all languages. (MSERTION-CHECKING) gives semantics to
pattern assertions: if pattern assertlors reached, then it should
hold in the current specification. The notatiby,, stands for the
complete pattern obtained by infusing céll), into the partial
patternI’, that is,(C) , =det {{(k)x C). Note that we switch to the
asserted patter for the rest of the verification task and discard
the rationale being that one’s intention when assertingtmpaat
a place in a program is to provide details for the remainir@ppr
tasks; this is particularly important whéhis a loop invariant, i.e.,
an assertion preceding a loop. In practice, providifighe details

is simple enough that we only need to assert a loop invariant.
Therefore, let us make the following notations:

s=0; n=1; assert (Cny);

while(n!=p+1) {s=s+n; n=n+1}; assert (Cpost)
Copre = (PP, s S,n-N, heny € {P=O)sorm {*)bnd

Cposi= (PP, s—=p(p+1)/2, n=p+1, pheny € {P=Odsorm (-Yond

Cinv = (PP, s N(N=1)/2,n- N, p)eny € {P=0AN< P+L)iorm (Mbnd

Letting the rewrite engine run on the top configuration of tha-
fier containing the patterI'siart) 1, it produces the rewrite sequence

Ltart= (( Yk Cpre)

for the remaining proof tasks may be inconvenient, so one may (I3)+—" (I )r— (B)+ = (B — G L)+ = (G )+ —* )+, where

want instead to keep combined with useful information fror.
Rule (V-case-anp-aBsTRACTION) allows one to rewrite a verification
task to a set of potentially simpler tasks. This rule is maraeayal
than theoretically needed for the soundness and compstesfe
our verifier w.r.t. the matching logic proof system (themaity, all
that is needed is an abstraction rule * I” whenk T = T2,
obtained wherr; = T', = T”); however, we found it very useful in
practice to split cases. To see why this rule is correct, tiweit
corresponds to the following (sound) matching logic pradér

Er=T v, U, LU (ML-casE)
ryr (only statement patterns)

In implementations, one should use ¢\sE-AND-ABSTRACTION)
conservatively, because it may lead to nontermination (wWihe=
I'; andT & T;). We also add rules (Wone) and (VANFEASIBLE)
discharging verified tasks; a task is considered verifideeeivhen
its computation is empty, meaning that all the assertioatedtas
annotations have been proved, or when it is found infeagiéan-
ing that its constraints yielthlse These last two rules eventually
empty the top level cell when the program is fully verified.

1 = ((assert(Ciny) ;while(n!=p+1){s=s+n;n=n+1}; assert(Cpost) k C1)
a=(prp,s—0,n- 1, p)eny € (P2 O)torm (-Ybnd

> =((while(n!=p+1){s=s+n;n=n+1}; assert(Cpost) )k Cinv)

I3=((if (n!=p+1) {s=s+n;n=n+1;assert(Ciny)} else assert(Cpost k Cinv)
I1 = ((s=s+n;n=n+1; assert(Ciny) )k Ca)

€= (pp, s—>Nn(N-1)/2,n-n, pleny C{P=0AN< P+1)torm (Mbnd

I5 = ({(Cinv) )k Cs)

Cs=(pp, s N(N+1)/2, n— N+1, pheny € (P=0AN< P+L)torm (MHbnd

I = ({{Cpost )k Cs)

Cs=(p>p, s N(N-1)/2,n=N, p)eny C {P=0AN= P+1)torm (Mbnd

Note that the top-level set of patterns eventually emptieekning
that all the pattern assertions have been checked on allates.p
There are three assertion checks encountered in the runeof th
verifier above (corresponding to the side condition of theeefon
checking rule in step three in Figure 6), two for the invariand
one for the postcondition. All these are easy to check botiualdy
and automatically (using SMT solvers, as our prover does).

All three steps above are language-independent: they can beTHEOREM 12. (Soundness and completeness &f verifier w.r.t.
reused for any language, so they can be regarded as part of thenatching logic) The following hold, where given an annotated

matching logic verification framework. The fourth (and )astep
towards developing a matching logic program verifier for - la
guage is to modify it semantics for control constructs to deal
with symbolic configurations. The strictness equationshefton-
ditional will ensure that its condition is evaluated to a &iic

computations € S like in Figure 6,5 € S is the computation

obtained by removing all pattern assertions frem

1. (Soundness)f (((S; assert{Cyosp )k Cpre))r —* (-)r USINg the
K definition in Figure 6, therCyre) S{Cposp is derivable using
the matching logic proof system in Figure 4;

valuev (i.e., one containing only domain operations and semantic 2. (Completenesslf (Cpre) s (Cposp is derivable using the match-

variables inVar). However, since the current pattern constraints
may not have enough information about the validitywpfve split
the current task into two tasks, one for each branch, adding t
the corresponding assumption abeuThis is the only rule that in-
creases the number of verification tasks in the top cell. Tkeefor
while is tricky but clear once one assumes that the curreténpa
acts as invariant (such an invariant may be given via an ardipat-
tern assertion right before the loop, which will be checked then
assumed by first rule in step three above): the resultingitonell
generates two branches, one in which the loop conditiorsisrasd
true and so the loop body is processed followed by an assesteb-
ing the invariant holds, and one assuming the loop condfatse
and the remaining computatidnis processed.

ing logic proof system in Figure 4, then there is some aneotat
computatiorssuch thas = s and{{(s; assert(Cpost )k Core) )7 ="
(-)r using theK definition in Figure 6.

Proor. (SoundnessNote that thek definition in Figure 6 takes the
original term({(s; assert{(Cyosp )k Cpre) ) —* (-)r and iteratively
rewrites it to a sequence of terms which are AC soups (ternts mo
ulo associativity and commutativity) of the for(iry, Iz, ..., Tn)r-
Moreover, there are no rewrite rules that match two or mooh su
I's in a soup, which means that we can serialize the rewrigsste
so that at each moment precisely dni the soup is being rewrit-
ten (recall that rewrite logic allows parallel rewritindjote that
there are rules that rewrite a pattétto another pattern, others that

The above completes the discussion on the derivation of our rewrite a pattern to two patterns, and others that dissopettern

IMP prover in Figure 6 from th& semantics of IMP in Figure 2.
To use the prover, one needs to provide a program annotatbd wi

2The intuition for the abstraction rule would be that one ceang moment
drop some of the information about the current program cardigpn (e.qg.,
irrelevant axioms, etc.); if one can still check all the rémrag assertions
with less information, then one can also check them with rmdcemation.

Matching Logic - From Executable Semantics to Program \iion

(rewrite it to the empty set). Moreover, it is almost alwalys tase
that for a patterd” in the soup, there is only one precisely deter-
mined sequence of rewrite steps that can be applied on ggsin
the set of patterns is eventually emptied we can assumetuhbht s
uniquely determined sequences of rewrite steps will taiegolFor
example, if a patterf in the soup is satisfiable (i.e., it is not logi-
cally equivalent tdalse and has the forne ~ k) {0)envC), then
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this pattern will eventually becom@p(e) ~ k) (0)envC). We let
the (tedious but easy) precise proof of this intuitive factaa ex-
ercise to the interested reader (hint: the proof is simdathat of
ProposiTion 2). Supposd” ~ I3, wherel; is a set of patterns, is
such a possible “determined rewriting” relation. Then tigcds-
sion above implies thaf"); —* (-)1 if and only if ([)+ ~* (-)1.
Our proof strategy now is as follows:

1. Pick an appropriate “determined rewrite” relationas above;

2. Show that all the patterng’ that will ever be obtained by
applications of the new rewrite relatior starting with the
original pattern{{Cpe (S ~ assert(Cposp )x))+ have a similar
form, i.e.,,I" = ({Cpe (S v assert(Cy.s k))+ for somecy,,

s, ¢ ., Wheres' is either a statement or an empty computation;

1 “post
. To each such patterii of the form above, we associate a
correctness pai(c.) S (Cposy Whens' is a statement and the

formula((-) Ghre) = (- Chosy Whens' is empty, writteri™;

. For eachl’ ~» T3, we prove that ifl” is derivable using the
matching logic proof system in Figure 4 for edche I, then
I is also derivable; by abuse of terminology, a formula isezhll
derivable fF it is a tautology.

It is easy to see that the four steps above imply the desired
soundness result. Let us do all four steps above in parélel,
inductively defining such a relatior> and showing that it has the
desired properties. The original patt€tnye (S; assert(Coosp k) )
plays no role from here on in the soundness proof, so we résise i
symbols. Let us first define> on unsatisfiable patterns:

* (({fals&om (s ~ assert{Cpost )k C) )+ ~ -
Note that on such unsatisfiable pattefhst is indeed the case
that ‘T —* -"ifand only if “T" ~* " Also, note that the correct-
ness pairs associated to unsatisfiable patterns like inZ&are
indeed derivable with the matching logic proof system, sinc
they have the fornfalse | I and these obviously sound cor-
rectness pairs are derivable (we leave it as an exercise).

Let us now define-» on case splits exactly like»:

e[~ F1F2 iffT" - F1F2
SinceE I' = I'y VI, allihree patterns must have the same
computation. Suppose thBf andI'; are derivable, and that

I'is {(s~ assert(C’))xC),
I'1is{{s~ assert(c’))cc1), and
I'; is ({S~ assert(c’)) Cy).

Therefore{c;) s(c’) and{c,) s(c’) are derivable. Then by rule
(ML-casgs) it follows that(c) s(c’) is also derivable.

Let us now assume thdt ({Cpre (S~ assert(Cposp k) ) IS
satisfiable, whers is either a statement or an empty computation.
It suffices to define and prove our relatien on such patterns,
inductively on the structure of the first statemens,iif any:

* (Cpre (assert(Cposp k) ~ - Whenk ({-)x Core) = {{-)k Cposp)
This is the case whesiis empty. Note that this is the only way
to rewrite the left-hand-side pattern using too, and thaf" is
indeed derivable whenever (actuallyf™) the condition holds.

({(x 1= e ~ S v assert(Cpos Xk {(0)envC)

~> ((S' v assert{Cposp ) (plp(e)/x])envC)

Note that the only way to rewrite the left-hand-side pattern
above using— is to first eventually transforne to p(e) and
then to apply the rewrite rule for assignment, so the rela-
tion ~» above is determined by the relatien. Suppose that
(S ~ assert{Cpos Xk {pLo(e)/x])envC) is derivable. Ifs is
empty, then we have: ((-)« (p[p(e)/x])enC) = (X Cpost) and

Matching Logic - From Executable Semantics to Program \iibn

((x 1= e~ S v assert(Cpos )k (P)envC) iS the correctness
pair ((p)envC) X := € (Cposy, Which is derivable by an application
of (ML-ascn) followed by an application of (MLcONSEQUENCE).

If ' is a statement, then we have tli@ifp(e)/x])envC) S (Cpost)

is derivable and thakx := e ~ § ~ assert(Cposp )k (0)envC)

is the correctness paftp)en/C) x:=e ;§<cpost), which is deriv-
able by an application of (Mlascn) followed by an application
of (ML-skq). Therefore, all the desired properties hold.

((if(e)sielse s, ~ S ~ assert{Coost) k {P)torm {0)envC)

~ (St ~S v assert(Cpost )k (¢ A p(e) # Otorm {0)envC)

(82 ™~ S ~ assert(Cpost )k (¢ A p(e) = Oorm (0YenvC)

First, note that the relation» is determined for the condi-
tional, because once a conditional statement is on the top of
some computation, the only thing which the rewrite system
of — can do with it is to eventually evaluate its condition
e to p(e) and then to apply the rule (¥ and generate two
pattern tasks, like above. Before we prove this case, let us
introduce a notion of “join pattern”. We show it for the par-
ticular configuration of IMP, but it works the same way for
any configuration. Ifl’; and I', are patterns over the same
CompUtatiorL say1 = (k) (ov)env{X1)bnd {®1)orm) andI’; =
<<k>k <p2>env<x2>bnd <<P2>form>: then Ietl"lv l_‘2 be thejOin pattern
B {oYenv{Xe U Xo U{phbnd {1 A p = p1V @2 A p = padiorm)-
Notice that=I';vI, © I'; VI, but, unlikel'y VI, T'iv Iz is an
actual pattern. Let us now assume that the correctnessqosirs
responding to the two patterns in the right-hand-side of e
above are derivable, i.€¢p A p(e) # O)orm (0)envC) S1; S (Cpost)
and ¢ A p(e) = O)orm {0)envC) §;§<cpost) are derivable. That
means that there must be some appropriate partial configura-
tionsc; andc; such that{(p A p(e) # O)orm {0)envC) St {C1) and

(€1) S (Cpost), @nd such that{p A p(e) = O)orm (P)envC) 52 (C2)
and(C,) S (Cosp. Let T be ((I) 1), letT, be ((S) cz), and

let I';vI, be the joint pattern constructed as above; by abuse
of notation we letc; ve, denote the partial configuration such
thatT1 VT iS ((S )k C1VCz). By (ML-casES), (C1V C2) S (Cpost) IS
derivable. By (MLeonsequence) applied twice and (ML) ap-
plied once,{{¢)torm (P)envC) 1f(e) 1 else S, (C1V Cy) is deriv-
able, so({(@)tom (YenC) if(e) 51 else ;S (Cposp IS derivable.

((while(e)s~ S ~ assert(Cpost )k {¥)form {P)envC)

~ (s~ assert{{@om {PlenvC Ik (¢ A p(€) # O)iorm (P)envC)

{(S' ™~ assert(Cpost Yk (¢ A p(€) = O)torm {0)ervC)

First, note that the rule above fes is determined by-. Indeed,
the only thing— can do with awhile on top of the computa-
tion is to rewrite it to anif using rule (VsvuiLg), then to pro-
cess the condition of the resulted conditional until it becomes
p(e), and then to apply the rule (W) to split the conditional
in the two cases appearing in the right-hand-side of the rule
above. Supposeg(y A p(e) # Qform {PYenv C) S )torm (0Yeny C)
and{{¢ A p(e) = O)orm (P)envC) S (Cposy are derivable. Then by
(ML-warLe) and (ML-EQ), {{(@)iorm {0)envC) While(e) S; S (Cpost
is also derivable.

(CompletenessThe idea of the proof of completeness is to fully
annotate the program with assertions corresponding thalpte-
and post-conditions for all the fragments of code obtaimechfthe
matching logic proof, and then to show that the fully anredairo-
gram verifies. In order to prove the result modularly by irtchrg
we need to distinguish paths that correspond to normalfyiterted
programs from paths that correspond to loop body checkssec
the latter do not get composed with the remaining prograrerdh
fore, let us introduce a special statemesitdp” that will be used
to annotate the end of loop bodiesop counts as an annotation,
that is, it is simply discarded like any other annotation ly dper-
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ations — S. Let ¢ be a mapping from matching logic proofs into
annotated programs defined recursively over proofs asifello

o If m.sqn IS the (trivial) matching logic derivation of the pair
(Cpre) X:= e (Cposp), then leté(masgn) be the annotated program
assert(Cpe); X := e; assert(Cposy;

If 7seq is the derivation of(Cyre) S1; Sz (Cposy aNM 75eq, and

Tseq, are the corresponding derivations () s; (c) and

(C) s2 (Cposy (for the appropriate), then leté(r..q) be the anno-
tated prOQramssert<Cpre>; é:(”seql); é:(”squ); aSSErt(CpOSO;

If mi¢ is a derivation 0f(Cpe) 1£(e) s1 else s, (Cpost) AN Tig,
andrn;¢, are the derivations of; ands, corresponding to this
particular proof (for the sake of saving space, we do not lment

the exact configuration ingredients), thendét; ¢) be the anno-
tated programassert(Cye); if(e) £(mis, ) else &(mis,); assert(Cposy;
If Tuni1e IS @ derivation ofCpre) while(e) s (Cpos) @Nd7poqy IS

the derivation ofs corresponding to this particular proof (for o
the sake of saving space, we do not mention the exact configu-

can apply one after the other, then followed by an instance of
(V- ASSERTION-CHECKING), and thus we obtain
<<<§(7Tseq1); g(ﬂseqz); assert(cpost) >k Cpre) >T

—* <Fslmp Fszmp (o CpOSt>>T-

&(mig) = assert(Cye); 1£(e) é(mis;) else &(mis,); assert(Cposy
We start with the tern§((¢(m;£) )x Core) )+ and, as above, the first
assertion is discarded by rule @¢sertion-cueckinG). Then the
only rewrite steps which can take place are those that letmto
evaluation ok to p(e), wherep is the environment ofe. Once

e is evaluated, the only rule which can take place is{\yield-
ing <<<§(7rif1)>k Cpre Ap(e) # 0) <<§(7Tifz)>k Cpre Ap(e) = 0))r.
We can now apply the induction hypothesis and obtain that
<<<f(7rif1)>k Cpre A p(e) # 0))r —* <Fi-tgp () Cpost) )T and that
(((E@mie,)k Core A p(€) = 0))r =" (T5e0p (( )k Cpost )7~ There-
fore, (((€(ms.£) )k Cpre) )1 =" (Tiop T2eop ((k Coosd))7-

S‘E(ﬂwhile) = assert(cpre); While(e) (‘f(”body); St0p) ) assert(%ost)
We start with the ternd((¢(mumi1e))x Core) )+ and, as above, the

ration ingredients), then l&{(r,ui1.) be the annotated program
assert(Coe); while(e) (£(mmpoay); Stop) ; assert(Cuosp. Since
the while is rewritten by the verifier into a conditional chixy
the invariant as an assertion after its positive branchespond-
ing to the loop body, we need to allow for switching tneop
statement with a subsequent assertion, sosthay will indeed

become the end of the computation. We therefore add the rule

stop; assert(C) — assert(C); stop

It is easy to see that for any statemenfor which a derivation
(Core) S {Cpost €Xists in matching logic, says, it is indeed the case
that£(rs) = s. All we need to show is thaf((&(rrs))k Core) ) —*
(Istop) T, Wherel,o, contains only patterns of the forfiistop) c).
We proceed by proving a stronger result by inductionsoand
its derivation, namely tha(&(ms))x Core) )T =" {Tstop (" )k Cpost) ) -
We discuss each of the four cases above corresponding tache e
of the four types of statements:

¢ &(Masgn) = assert(Cpe); X 1= €; assert(Cposy)
We start with the ternd((¢(mrasqgn) ) Core) )+ The first assertion is
obviously discarded by rule (Wssertion-cHECKING), because
the current configuration is precisely the asserted aeserti
Then the rewrite rule for assignment modifies the value of
in the environmenp of cye t0 p(e), so the configuration be-
fore assert(Cyosy iS exactlyCyos. Therefore rule (Vasserrion-
cHECKING) applies again and rewrites the term{{0 i Cpost )r-

S‘E(ﬂseq) = assert<cpre>;‘f(7rseq1);f(ﬂ'seqz); assert(%ost)

We start with the term(((€(mseq))x Core))+ and, as above, the
first assertion is immediately discarded by rule s8¢erTioN-
CHECKING). Assume, inductively, that the property holds for
é:(ﬂ-seql) andg(ﬂseqz)v i-e-x«(g(ﬂseql))k Cpre))T —" <1—;]£0p KON
and (((€(seq, )k O )1 =" (L3 ()i Cpos)- Since all rules in

Figure 6 only match and change the computations at the top of
the(...)x cell and since the while loops generate a top-level con-

ditional whose positive branch discards the computati@t th
follows the while loop, the computations in the left termslan
the empty computations in the right terms in the rewritesrabo

can be appended any other computations and the rewriteg woul

still hold, in particular
<<<§(”seq1);§(”seq2); assert<cpost>>k Cpre))‘r
=" ([iop ((€(Tseq, ); @sSErt(Cposy )k O )
and
({{€(rseq,); assert(Cpost )k C))+
—* (IZ,p ((assert(Cpost k Cpost) )7
Since the patterns if,,, do not interfere with the rewrites ap-

plied on{{(&(mseq,); asu_'i*,pert(cpc,st)),< c))+, the two rules above
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first assertion is discarded by rule A¥sertioN-cHECKING). The
the rule (VwuiLe) can be applied, yielding the term
(((if(e) (£(mpoay); stop; assert(Cye)) else assert(Coost k))r
which further rewrites into
((€(Mhoay); assert(Cpe); Stop)k Core A p(e) # 0) )
((assert{Cpos) k Cpre A p(€) = 0) '
However, in this caseyes: is preciselycye A p(e) = 0, so the
second pattern rewrites )« Cpos. The induction hypoth-
esis for &(myeay) gives us the following rewriting sequence:
<<<§(7Tbody)>k Cpre A p(e) #0))r —* (Tstop (€ )k Cpre>>T-
Then we can deduce that
((4(Mpoay); assert(Cpre); Stop)k Core A p(€) # 0)
—" (L5top ((assert(Cpre); STOP)k Cpre) )1 — {Lstop ((STODP)K Cpre) -
Thus, we have proved that
(((€(manine) )k Core) )T =" (Istop ({STOP)k Cpre) {{*)k Cpost) )T -

Note that we generated many more annotations than needed
with the translatior¥ in the proof above. Since our verifier is ca-
pable of performing many steps without a need for annotatitin
would be interesting to research ways to produce minimab&an
tions in verified programs so that those can be checked witrou
involved search. However, that was not our purpose here.

Thus, although in principle one needs to provide pre- and- pos
condition patterns for all statements in a program, thefieerilis-
cussed above has the advantage that it calculates manysef pat-
terns automatically. Indeed, given a pre-condition pattéruses
symbolically the actual executable semantics of the ctiriam
guage construct to calculate the post-condition patterheasame
time generating proof obligations for SMT solvers wheneyieen
pattern assertions are reached during the rewriting psoteur
experience with an implementation of a matching logic prawe
Maude (see Section 7), in addition to pre- and post-condipat-
terns for the program to verify one typically only needs tovie
pattern annotations for loop invariants.

One potential practical issue with our verification apploac
above is the so-called path explosion problem. First, fatesince
in term rewriting one can choose any rule that matches to/appt
K verifier definition has several degrees of freedom w.r.t. h@an
be implemented. For example, one can discard verificatisksta
as soon as their condition becomes false (fourth rule in @gjm
Figure 6), thus avoiding exploring infeasible paths. Se¢cone can
use pattern assertions anywhere in the program, in paaticight
after conditionals. If that is the case, then the two verificatasks
corresponding to the two branches become identical rigt #ie

The completeness proof is done.
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To define the semantics of HIMP, we need to first extend the

S configuration of IMP with aheap or memorycell. A heap is a
| PVar := cons(Seq[ED (partial) map structure just like the environment, but frpasitive
| Pvar:= [E] naturals (also called pointers) to integers. We @sas a heap
I [E] =E construct to make our heap notation resemble that of séparat
| dispose(E) logic, but note that there is bigfierence between the two: ogr
Cfgltem == ... | (M€Mmem is a term constructor, whilein separation logic is a special logical
Mem := Map®-[Nat", Int] connective. Note that, thanks ¥s modularity, adding a new cell
(x := cons(i, e, ) = (e ~ x := cons(i, 0, &) to the configuration does noffact the existing semantic equations
(x:=[e]) = (e ~ x:=[0]) and rules (e.g., those of IMP in Figure 2) at all, because siraply
([e1] = e2) = (e1 ~ [O] 1= &3) (Ip] := e2) = (e2 ~ [p] := ) match and ugenodify only what they need from the configuration.
dispose(e) = (e ~ dispose (D)) 'Il'qheref(.)re, we only add one rule for each n(aw colrlwstr:uct. Due to
: = = the strictness equations, we can assume that all the argsimen
<X.'_ cons(®) ~ Kic (reny (Thmem = (i (lp/Xeny (0= [11© 7men have been evaluqated. The semanticsais reads as foIIowsg:mif
(x:= [Pl ~ lk (Oden (P =1 @ 7imem— (ke (plL/x]eny (P31 @hmen “x := cons(1)” is the next computational task under environment
([p] =1 ~ I (p=1@0mem — (k) (P> 1®)mem p and memoryo, then pick some arbitrary pointer such that
(dispose(p) ~ k) <p'—>1®0'>me_m—> )k (Thmem p — [i]®@ o is a well-formed map, discard the statement and
(range of new variablegi € Nat*; i € Seq:'-[Int]; & € Seq:*-[E]) update the environment and the memory accordingly; here and

elsewhere in the paper we use the notatipn- [i, 12, ..., 1a]"
Figure 7. HIMP in K (features above added to those in Figure 2) as a shorthand forp'— i; ®p+1 - i, ®---@p+n-1+- i,
inspired from separation logic. The semantic rulecofis above
is compact, elegant and natural, but it is rather dense.eTérer at
least two important aspects of it that need to be noticedH@y
can one choose suchp& Rewriting logic allows variables that do
not appear in the left-hand-sides of rules to appear in gte-tiand-
sides, like oup, with the semantics that such a rule can be regarded
as infinitely many instances, one for each instance of thédbie;
6. Adding a Heap that is why we calleg an “arbitrary pointer” above. (2) How can

) ] ] ) we make sure that the allocated memory was available? All the
We next define HIMP (IMP wittheay), an extension of IMP with  terms appearing in a rule are assumed to have the expectsd sor
dynamic memory allocatigdeallocation and pointer arithmetic.  satisfying all the corresponding sort constraints. In cases the
We show that the three definitions related to IMP presented S0 oy, 7] @ o appears where a map sort is expected, so it must be
far (i.e., itsK definition, its matching logic formal system, and 5 \ye|l-formed map. Thinking in terms of “rule schemata” (&tig
its & matching logic verifier) extend modularly to HIMP; we also ¢4 the recursively enumerable set of its ground instancbs)rule
show the corresponding correctness theorems. The heapsallo 4t ons can be regarded as an infinite set of ground rules, one for

pattern assertion at the end of the conditional is proce§sedll
that the top level cell is a set, so duplicates are eliminatais way,
the path explosion problem is avoided.

for introducing and axiomatizing heap data-structures ams each choice op satisfying all the sort constraints in the rule. The
of pointers, such as lists, trees, graphs, etc. We define s6me  gemantics of the remaining three rules should be clear now.
these and prove the list reverse as an example.(Sectlon.ﬂsdlcsc We adopt and extend in the obvious way all the notions intro-
a more elaborate case study, the Schorr-Waite algorithimis | g,ceq in Definition 1 for IMP. In particulafs] denotes the initial
worth mentioning j[hat, unlike in separatlon logic Wherehsdgta- configuration((sx (-env(-ymen . We next introduce a HIMP specific
structures are defined by means of recursive predicatesefireed notion, namely memory safety. Note that the rewriting pssces-
them as ordinary term constructs, with natural (purely -frster) ing the HIMP semantic rules in Figure 7 will get stuck whenrei
axioms saying how they can be identified frdmanipulated in |, j5 hot available in the heap (or, in the case of¢bes rule, when
configurations or patterns. the block cannot be allocated — due to memory bounds contsrai

if any). This leads to a natural definition of memory safety:
6.1 K Definition of HIMP

Figure 7 shows the features that need to be added f& tiedinition

of IMP to obtain an executable definition of HIMP. We follow
the simple syntax and semantics proposed by Reynolds [2002]
for memory operations, namely: statemant= cons(e,...,ey,)

Derinrrion 13. HIMP configurationy is memory safeiff it is not
the case thaHIMP E y —* ¢’ for some junk configuration’
which is stuck with a memory access construct at the beginofin
its computation (in itg...) cell).

evaluates,, ...,e, to valuesiy, ...,i,, allocates a contiguous block To execute thé&k semantics in Figure 7, one needs to make a
of sizen available starting with pointer (a positive integerjn concrete choice for the pointerin the rule forcons, that is, one
memory and writes values, ..., i, in order in that block, and  needs to define a “memory manager”. Rosu et al. [2009] show ho
finally assignsp to x; x := [e] evaluatese to a pointerp which to give executabl& semantics to C-like languages wheris cho-
must be allocated, and assignsxtthe value at locatiop; [e;] := sen symbolically; this makes the language definition deitestic

e; evaluatese; to pointerp which must be allocated aneb to and leads to a strictly stronger notion of memory safety.

valuei, and writesi to locationp; dispose(e) evaluatese to a We prove a similar result tod@rosition 2, stating that tasks in

pointerp (which must have been allocated), and deallocates the the computation structure are processed in order.

location p. Note how we define the strictness ofns, a style

also supported by our tool (see Sectionirjanges over (possibly  Prorosiion 14. Givenk € EU S andr € K, then a rewrit-
empty) sequences of values, whdeanges over (possibly empty)  ing sequencé(k ~ ) {p)en(odmemy —* ¥ is possible for some
sequences of expressions; this way, the term= cons(i, e, e) final configurationy iff there is some final configuratiop’ =
matches the first non-value argument expressiofhis equation (K 0 Yerv{0 Ymemy SUCh that ((k)x (0)erv(0Imemy —* ¥’ and
applies iteratively to schedule all argumentsofis for processing, (K ~ ) (0 Yenv{0 dmemy —* ¥; Moreaver, if that is the case then
and to plug back their results into thens after they are processed. k' = p(k), o’ = p ando’ = o whenk € E, andk’ = - whenk € S.
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C[e] = v with C = {p)env {(0)mem{X)bnd C’
(C) x := cons(e) (e[ p/xX])env{P+> [V] ® )mem{(X, P)bna C)
Cle] = v, with C = {0)env(V=>V ®)memC’
(C) x:=[el o[V /x])env{V—>V @0 )memC’)
Cl(e1, e2)] = (v1,V2), With C = (V1 -V, @0 )memC’
(C) [e1] := [e2] (Vi V2® 0 )memC”)
Cle] =v, with C = (vm>V ®0)memC’
(C) dispose(e) {({o)memC")

(ML-cons)

(ML-[ Lookupr])

(ML-[ muTATE])

(ML-Dp1sPOSE)

Figure 8. Matching logic formal system for HIMP (the rules above
are added to those in Figure 4 — rules in Figure 4 stay unchiinge

Proor. The proof of “if” part is identical to that of ®position 2
and does not depend upon the particular language constilies
“only if” part goes by structural induction ok and it is identical
to that of Rorosrrion 2 for the IMP constructs, so we only discuss
the new constructs.

Let us now analyze the cases whkre S.

If k = (x := cons(e) then by the induction hypothesis applied
on each expression &) it follows that{((k ~ r)x (0)env{Tdmem —*

{(x := cons(p(€)) ~ ) {Plenv{TImem —" 7v; the only way to
advance the rewriting of(x := cons(o(e)) ~ r)x (0)env{TImem
is to apply the semantic rewrite rule fabns, so we obtain that
{(x == cons(p(e)) ~ )k {Plenv{TImem —

& (olp/Xenv (P [0(€)]®T)mem —* ¥ for some arbitraryp.
Then pickk’ = -, p’ = p[p/x] ando”’ = p— [p(e)]®c and note that
the property holds.

If k = (x := [e]) then by the induction hypothesis @epwe get
{(k ~ T (PYenv(Tmem =" (X := [p(€)] ~ )k {P)env(TImem —
v; the only way for the latter rewrite sequence to exist is that
location p(e) exists ino, that isc = p(e) — v® oo, and an in-
stance of the semantic rule of location lookup is applied; th,
(x = [p(e)] ~ r{Pem{TImem — Kk (OIV/XDenv (T)mem —*

y. Then pickk’ = -, p’ = p[v/x] ando’ = 0.

If k = ([e:] := e;) then by the induction hypothesis applied
first on e; and then one,, we get{(k ~ )k {0)erv{T)mem —*
{p(e1)] := plez) ™~ rx{PYenv{odmemy —* v;the only way for the
latter rewrite sequence to exist is that the locajiés ) exists ino,
that iso- = p(e;) —» v® oy, and the semantic rule of location up-
date is applied, that ig{[o(e1)] := p(ez) ~ Tk {P)env(TImem —
k) (0Yenv (0(€1) = p(€2) ®T0)mem —" ¥. Then pickk’ = -, p" = p
ando’ = p(e;) —p(e2)®0o and note that the property holds.

If k = dispose(e) then by the induction hypothesis enwe get
{{k ~ ) {Yenv{(TImem —" {{dispose(p(e)) ~ ) {oYenv{TImem
—* y; the only way for the latter rewrite sequence to exist is that
the locationp(e) exists ino, that iso = p(e) —» V® op, and
an instance of the semantic rule éfspose is applied, that is,
((dispose(p(e)) ~ ) {PYenv{TImem — KXk {O)env {T0)mem ="

y. Then pickk’ = -, p’ = p ando”’ = 0. ProposrTion 14

6.2 Matching Logic Definition of HIMP

“C[(e1, ez, ...,en)] = (V1,V2,...,Vn)" as a shorthand forC[e;] = v,
andCJe;] = vz and ... andC[e,] = vi,".

The rules in Figure 8 are self-explanatory, mechanicallpfo
ing their K counterparts in Figure 7. The only interesting thing
to note is that the “arbitrary pointer” in thi rule of cons now
gets existentially quantified in the pattern, so it becompatéern
bound parameter. This way, the matching logic proof system b
comes deterministic and, as expected, when a program f&ederi
using matching logic then it is necessarily memory safe.

Tueorem 15. (Soundness of matching logic formal system for
HIMP ) Suppose thal JT” is derivable with the proof system in
Figure 8 and tha(y, 7) : Var — 7 is such tha(y, 7)  I. Then:

1. y is memory safe; and
2. IfHIMP E y —* v withy’ final then(y’, 1) E T".

Proor. We do the proof in the same style as the proof afdkem 8.

As already mentioned in the proof ofuforem 8, there we never
used the fact that the configurations of IMP had only two cealls
computation and an environment. In other words, the samef pro
of Tueorem 8 can be used here for the soundness of the IMP con-
structs in HIMP, so we only need to continue with the sounsines
of the new constructs. Note, however, that inedrem 8 we did

not need to worry about memory safety, but now we do. None of
the operations used on the proof afbrem 8 afected in any way
memory safety, in that the memory safety of the configuratisat-
isfying the correctness pairs in the hypotheses of rulesreaghe
memory safety of the configuration satisfying the deriverreu-
ness pair. In other words, the memory safety is also predense
ductively over the rules proved sound inebrem 8.

Like in the proof of Taeorem 8, we consider the rules in Fig-
ure 8 in desugared form. For each of the rules deriving a s¢que
of the form(C) s (C’), desugared taX.(o = ({S)k {0)erv{T mem A
@) I IX" (o = (WP Venk o dmem A ¢'), consider that,7)
AX(o = {sh{Penv{Imem A ), that is, thaty is the term
{8k (0:(0))env(0:(0))meny fOr SOMED, : Var — T~ s.t. 6, lanx=
Thanx ando; = ¢.

(ML-cons)

X (o= {PYenv{TImem A @) I TX.(o= (WK (P)erv{T)mem A ¢)
E]X,(o ={(x:= COIIS(E))k <p>env<0'>mem> A <P)
U 3X p.(o = (el p/xDenv (P [VI® T )mem A )

In this casey has the form((x := cons(€))x (9:(0)Yerv{0:(0"))mem

s0 by RoposiTion 14 and lemma 11y can only rewrite (in possibly
several steps) to the terftk := cons(0;(V)))k {0-(0))env{0-(T) ) mem -
The only semantic rewrite rule which can apply now is the one
for cons, which rewrites the term above to a term of the form
O (0)[p/X]Denvip > 0: (V) ® 0 )meny, fOr some arbitrary natural
number (or pointerp, which is final. Thereforey is memory safe
and, moreover, any fingl’ with HIMP E y —* v’ must have
the same form. It is easy to see now thgt f) E IAX p.(c =
Ok olp/xDenv (P [VI®T)mem A ) (pick 6. defined like 6,
modified only inp, whereg.(p) = p).

Figure 8 shows the rules that need to be added to the formal (ML-[Lookup])

system of IMP in Figure 4 to obtain a matching logic formal
system for HIMP. In order for these rules to work, we extend’IM
patterns to correspond to configurations extended with p, e
discussed in Section 6.1. Since patterns inherit the streichf
configurations, matching logic is as modular&sIn particular,
none of the matching logic rules in Figure 4 need to changenwhe

AX.(o=({e) (P)env{VF>V T )mem A @)
U IX (o= LWk P)envVEV @ T)mem A ¢)
AX. (0 = {(x = [eDk (Penv(V—>V @ T )mem A @)
U 3AX (o = (Hk olV /%D env (VI V @ )mem A @)

we add a heap to the configuration! To obtain a matching logic Inthis casey has the form{(x := [e])x (:(0))env{: (V> V ®T))mem
semantics for HIMP, all we need to add is one rule for each new so by Roposition 14 and lemma 11y can only rewrite (in possibly
language construct, as shown in Figure 8. To save space, il wr several steps) t(x := [0:(V)] )k (0:(0))env(0- (V> V ®T))mem - The
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only rewrite rule which can apply is the one for pointer lopku
which yields((-)x (6-(0)[6:(V')/X])env(6- (V> V ®0))mem, Which is
final. Thereforey is memory safe and, moreover, the above is the
only final y* with HIMP £ y —* y'. It is easy to see now that
(7', 7) B IX (o = oLV /%D env (VO V @ T )mem A ¢).

(ML-[ MmuTATE])

AX (o ={ek (PlemiVa PV, ®0 )mem A ®)
U AX (o= (VK (PYenv{V1 > Vo @ TImem A ©),
AX (o= (e )k {Plenv{V1 = Vo @ T)mem A ¢)
U IX (o= {(V2)k {PYenv{V1 =V, ® T )mem A )
AX (o = ({[e1] 1= e {P)env{V1 Vo @ 0 )mem A ®)
U 3AX (0 = {{Hk (Penv (V1 Vo @ T mem A )

Inthis casey is ({[e1] 1= ez)« <91(p)>env<91(vl'_’\/2®0')>men*>, so by
ProposiTion 14 and lemma 11y can only rewrite (in possibly sev-

eral steps) to{([6:(v1)] := 6:(v2))x <91(p)>env<91(vl"’V’2®O')>mem>-
The only rewrite rule which can apply is the one for pointer as
signment, which yields(-)x (0. (0))env(0: (V1 Vo ®T))mem, Which

is final. Thereforey is memory safe and, moreover, the above is
the only finaly’ with HIMP = y —* y/. It is easy to see now that

()/,‘r) E EIX-(O = {{ Mk Penv (V1P Vo @ T )mem) A (P)-
(ML- DISPOSE)

AX.(o=(e (P)env{VF>V @ T )mem A ¢)
U IX (o= U)K {P)env V>V T )mem A ¥)
X (o = ((dispose(e) (P)env(V>V @T)mem A ¢)
U AX (0 = {Hk {@env T Imem A )

In this casey is ((dispose(e))x (0 (0))env{0- (V> V ®T))men, SO
by Proposition 14 and lemma 11 y can only rewrite (in possibly
several steps) t&(dispose(6- (V) (6-(0))env(0- (V= V &0))menm -
The only rewrite rule which can apply is the one fdtspose,
which yields ({-)x (6:(0))env{T))men,» Which is final. Thereforey
is memory safe and, moreover, the above is the only fihatith
HIMP E y —* /. It is easy to see now thay'(7) £ IX.(o =

Nat := naturalsNat" := pos. naturaldnt ::= integer: (abstract syntax)
PVar := identifiers, to be used asqgram vaiable names

Var = logical variablesForm := FOL. formulae

E == Int| PVar| E; op E2

S:=PVar:=E | S1;S> | if (E) S1else Sy [while (E) S

| assert Cfg

| PVar := cons(Seq-[E])

| PVar:= [E]

| [E] =B

| dispose(E)

Cfg == (Bag-[Cfglteni) (configuration)
Cfgltem == (K)k | (EnVyenv| {(Set=-[Var]bnd | (FOrmorm | (MeMmem
Mem := Map-®-[Nat", Int]

Top:= (Set-[Cfg])+

K == E|S|Seq™[K]| O

Env = Map:’-[PVar, Int]

(x:=e) = (e ~ x:=0) (structural “strictness” equations)
ejope; = (e; ~Oopey) ijope; = (e2 ~ij0pD)
if (e) sjelses; = (e ~if (O) syelse s;)

(x := cons(i, e, €)) = (e ~ x := cons(i, O, €))

(x:=[e]) = (e ~x:=[O])

([ei] :=e2) = (e1 ~ [O] := €2)
dispose(e) = (e ~ dispose(D))

([o] := e2) = (e2 ~ [p] := O)

S1}S2=S1 1Sy (semantic equations and rules)
il op iz - il OPint iz
E A (x P i, pleny = (1 ~ Kk (X = 1,p)eny
x:=1i ~ k) (Oenv = (k) (o[i/x]env
(£ (V) s1else sz) Kk (@orm ©)
= ((s1 ~ Kk (P AV # O)orm ©) ({52 ~ k)k {¢ AV = O)form C)
({(while (e) s) ~ k)k C) — ({(if (e) (s; assert(c)) elsek)C)
(x 1= cons(1) ~ k) {pdenv <_0'>mem<x>bnd
— (k) {o[p/x]env (P [1] @) mem (X, P)ond
(x:=[p] ~ k) {@env (P1®0mem— (kX (o[i/x]env(P1®0)mem
{[p] := i ~ k) (p1"®)mem— (K)k (P> 1@ )mem
(dispose(p) ~ k) (P—i®0)mem— (K)k (T)mem

<<>k <p>env <0'>merr> A (,0)- THEOREM 15

6.3 Deriving a HIMP Matching Logic Verifierin K

TheK matching logic verifier for IMP in Section 5 was obtained by
adding configuration infrastructure for expressing patéo thek
definition of IMP, four language independent rules, and riyaraj
two of the originalK rules (forif andwhile) to become symbolic.
We follow the same steps for HIMP and, surprisingly, we ordyé

to modify the rule forcons.

Concretely, the matching logic verifier for HIMP is obtairiad
extending the one for IMP in Figure 6 with HIMP configurations
(i.e., adding memory cell) and with the HIMR rules in Figure 7
modifying the one forons as follows:

(x:= COIIS(i) ~ Kk {0Yenv {0 mem X )bnd _
= (k) o[p/xDenv (P [1] BT )mem (X, Pbnd
Therefore, the pointep of the originalK semantics is now bound
by the right-hand-side pattern, making it a symbolic valoethe
remainder of the proof.

Tueorem 16. (Soundness and completeness BfMP K verifier

w.r.t. matching logic) The following hold, where given an anno-

tated computatiors € S like in Figure 95 € S is the computation

obtained by removing all pattern assertions fram

1. (Soundness)f (((s; assert(Cposp )k Core) ) —" {-)+ USINg the
K definition in Figure 9, therCyre) S(Cposp is derivable using
the matching logic proof system in Figure 8;

Matching Logic - From Executable Semantics to Program \&iion

{(assert ' vk) C) — [y, When{(k)k €) = Ty, (generic rules)
I'->T1IowhenET=T1VIn

ke — -

((fals@sormc) — -

(xePVar, e,e,e;€E;s,51,8€S; keK;i,i,ielnt;
peMap--[PVar,Int]; ¢ € Form; p € Nat"; i € Seq-[Int]; € € Seq:"-[E])

Figure 9. HIMP Matching Logic Verifier (complete definition)

2. (Completenesslf (Core) s (Cposy iS derivable using the match-
ing logic proof system in Figure 8, then there is some aneotat
computatiorssuch thas = s and{((s; assert{Cpost) k Core) )+ —"
(-)+ using theK definition in Figure 9.

Proor. The proof of soundness and completeness proceeds like that
of Tueorem 12. Due to the inherent modularity of using AC soups

in both matching logic and the verifier, the proof ofiebrem 12

can be reused verbatim. We add below only the necessary. cases

(Soundness)Recall that the soundness proof strategy imedF
rem 12 was to define a “determined rewriting” relatiem which
has the property that whenever the patterns in its rightHsate
terms correspond to derivable correctness pairs then tieripéan
its left-hand-side term also corresponds to a derivable pai

* ((x:= cons(e) ~S ~ assert{Cost )k {0env {0 mem{X)bnd C)
~> ({S~assert(Cpost Mplp/xDenkp - [0(€)] ® T )ment X, PYbndC)
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(Note that in the abové is a list of expressions.)

The only way to rewrite the left-hand side above usiags to
first reducee to p(e) and then to apply the rewrite rule foons,
so the relatiom above is determined by>. Suppose that

(s ~vassert(Coost Xk {0[P/X])env (P [0(€)] ® T )mem (X, PYbnd C)

is derivable. It is the case that eithglis empty or a statement.
In the first case, we have that

E ((x olp/xDenv (0 [0(€)] ® 0 mem (X, PIond € = ({-)k Coost)
and

((x = cons(e) ~ S ~ assert(Cpost )k {P)env (T )mem{X)bnd C)

is the correctness paip)en (o mem{X)bnd C) x : =cons (€) (Cpost),
which is derivable by an application of (Mtens) and (ML-
coNSEQUENCE). If §' is a statement, then we have that

{polp/xDenv (P [0(€)] ® T )mem (X, P)bnd C) s {Cpost?
is derivable and that

({(x = cons(e) ~ S ~ assert(Cpost )k {0Yenv{T)mem{X)bnd C)

i ({0Yenv(0)mem(X)bna C) X : =cons (€ ;S (Cposty, Which is deriv-
able by an application of (Mlcens) followed by an application
of (ML-seq). Therefore, all the desired properties hold.

(x:=[e] ~S ~ assert{Cpost )k {O)env (p(e) »i®0memC)

~> (S ~ assert{Cpost x (o[1/x]Denv (o(€) P1i® T ImemC)

This rule is diferent from the others, in that its left-hand side
requires a specific structure not only of the computatior, bu
also of the heap. One may therefore admittedly doubt that the
new relatior~ still has the property thal')+ ~* (-)+ implies
(T)r —* {-) (the other implication is easy to see, becanse
can be simulated with a sequence-efsteps). Consider a
pattern like the left-hand side of the rule above, but witmso
arbitraryo”’ instead ofo(e) — i®o. The only way to rewrite

I' using — is to first reducees to p(e); then the resulting term
is stuck unless the mappinge) — i isin¢”, that is,o” is of
the formp(e) — i®o. Then the only thing that> can do is to
apply the rewrite rule for heap lookup, yielding that indelee
relation~ above is determined by the relaties. Suppose that

(S m~ assert(Cyosp Xk (o[1/x]Denv (o(€) P1i® T ImemC)

is derivable. It is the case that eithglis empty or a statement.
In the first case, we have that

E {({k (oli/x]env (0(€) 1@ T ImemC) = () Cpost)
and

(x:=[e] v ~ assert{Cpost) )k {Plenv{p(€) Pi® 0 hnemC)

is the correctness pai(p)eny {(o(e) =1 ® 0 memC) x:= [€] (Cpost)
which is derivable by an application of (Mtare]) and (ML-
conseQuENcE). If §'is a statement, then we have that

(pl1/x]env (0(€) i@ 0 nemC) g {Cpost)
is derivable and that

{(xi=[e] ~s ~ assert(Cpost )k {Penv (o(€) »i®0 MmemC)

is ((PYenv (0(€) i @0 memC) x:= [€] ;S (Cposp, Which is deriv-
able by an application of (MLsutare]) followed by an appli-
cation of (ML-seq). Therefore, all the desired properties hold.

([ei]l:i= ez ~ S~ assert{Cpost k {Olenv (p(e1) i@ memC)
~> ((S' ~ assert{Cpost x {Olenv (p(e1) = p(e2)®0 )memC)

The existence of the(e;) entry in the heap can be justified like
in the case above. The only way to rewrite the left-hand side
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term in the rule above using is to first reduces; to p(e;) and
then to apply the rewrite rule for heap mutation, yieldingtth
indeed the relation» above is determined by. Suppose that
{(S' ~ assert(Cpost X {Plenv {0(e1) = p(€2) ® T )memC) is deriv-
able. It is the case that eithsris empty or a statement. In the
first case, we have that

E {{k (denv {0(€1) = 0(€2) ® T )mem C) = {{-)k Coost)

and
{[ei]l i=e; S assert(Cpost )k {Plenv (o(e1) »i®0 )memC)

iS ({OYenv (P(€1) > i ® T Imen [€1] = €2 (Cpost), Which is deriv-
able by an application of (MLsutare]) and (ML-cONSEQUENCE).
If s is a statement, then we have that

{{PYenv {p(e1) = p(€2) ® T )memC) 5 {Cpost?
is derivable and that

{[ei] i=es S~ assert(Cpost )k {Plenv (o(e1) »i®0 )memC)

iS ({OJenv {0(€1) P 1 ® T Imem [€1]:= €2; F (Cpost), Which is deriv-
able by an application of (MLsurare]) followed by an appli-
cation of (ML-seq). Therefore, all the desired properties hold.

((dispose(e) ~ S~ assert(Cposy )k {Oenv {0(€) i ®0 nemC)

~> {((S' ~ assert{Cpost x {env {0 )memC)

The existence of thg(e) entry in the heap can be justified like
in the previous two cases above. The only way to rewrite the
left-hand side term in the rule above usingis to first reduce

to p(e) and then to apply the rewrite rule fdi spose, yielding

that indeed the relation» above is determined by>. Suppose
that((s ~ assert(Cpost X {0)env (T )memC) is derivable. Itis the
case that eithes is empty or a statement. In the first case, we
have that= ({-)x (0)env {T)memC) = ({ ) Coost) and

((dispose(e) ~ § ~ assert(Cpost )k {Oenv {0(€) Pi® 0 )nemC)

iS ({PYenv {p(€) =1 ® 0 )memC) dispose (e) (Cposp, Which is deriv-
able by an application of (MIbispose) and (ML-CONSEQUENCE).
If §' is a statement, then we have tk@t)en (TYmemC) S (Cpost)
is derivable and that

((dispose(e) ~ 8 ~ assert(Cpost )k {Plenv (p(e) ~i®0)memC)

i ({OYenv (0(€) 1 ®0 )memC) dispose(e); S (Cposyy, Which is
derivable by an application of (Mbtspose) and (ML=SEQ).
Therefore, all the desired properties hold.

(CompletenesdRrecall that the completeness proof strategysn-T
oreM 12 was to define a mappingthat associates fully annotated
programs to matching logic derivations and then to show by in
duction on derivationsrs of correctness pairéCye) s (Cpost? that
(((&(ms) ) Cpre) )+ =" (Tstop {{)k Cpost) )+ fOr some sel s, contain-
ing only patterns of the fornf(stop)x c). We define the mapping
Xi on derivationsr, of correctness pairs of the forfyre) s (Cpost)
with s one of the new four constructs for statements as expected:

&(eons) = assert{Cye); X := cons(e); assert(Cposy
E(M[100kup)) = assert(Cye); X = [e]; assert(Cposy
‘f(ﬂ[mutate]) = assert(Cpe); [ei] i= ey, assert(Cyosp
E(Mmutate]) = assert(Cye); dispose(e); assert(Cosy

It is easy to see that for all the four cases above, the asserti
assert(Cye) iS immediately discarded by the rule for assertion
checking (VasserTioN-cHECKING), and that,e must contain enough
detail thato(e) can be evaluated for any expressmappearing in
statement. Also, for all the four cases abové&esy is precisely
the configuration pattern obtained after the verifier preesghe
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statements. Therefore, in all cases aboM€(£(ms)) Core))r —*

{{{-) Cpost’ ), Which completes our proof.

6.4 Defining and Using Heap Patterns

Interesting programs organize heap data in structuresasatiked
lists, trees, graphs, and so on. To verify such programsneeds

to be able to specify and reason about heap structures. Bince
matching logic the heap is just an algebraic term, it is ratto
define heap patterns as terms of sort “heap” and then to akimema
them appropriately. Consider linked lists whose nodesainritvo
consecutive locations: an integer (data) followed by a feoito
next node (or 0, indicating the list end). One is typicallteiested

in reasoning about the sequences of integers held by such lis
structures (and not about the particular pointers holdiegé data).

It is then natural to define a list heap constructtist“: Nat x
IntSeq— Menft taking a pointer (the location where the list starts)
and a sequence of integers (the data held by the list, axfith the
empty sequence and : for sequence concatenation) andngeddi
fragment of memory; integer sequences can be easily axioedat
for example aseq;-[Int]. It does not make sense to define this as
one would a function, since it idfectively non-deterministic, but

it can be axiomatized as follows, in terms of patterns:

((list(p, @) ® ) mem{@)torm {(X)bnd C)
© ((TImem{P = 0 A @ = € A )orm (X)pnd ©)
V {((pr[a, ] ®@list(q, B) ® 0 )mem{a =88 A ©)torm (X, 8, 0, B)bnd C)-

In words, alist patterncan be identified in the heap starting with
pointer p and containing integer sequeneeff either the list is
empty, so it takes no memory and its pointer is null (0), orlisie
is non-empty, so it holds its first element at locatpand a pointer
to a list containing the remaining elements at location1. Using
this axiom, one can prove properties about patterns, such as

((512@ 6 0®8+-3® 950 0" )memC) = ((liSt(8, 3:2)® )memC)
(list(8, 3:2)® T Ymem{X)bnd C) =
(8 3®9~q®0— 2®9+1— 0® 0 Ymem(X, Bbnd C)

Figure 10 shows a snippet of a matching logic proof for list
reverse, where we assume defined a conventional algebvaisee
operationrev : IntSeq— IntSeqon sequences of integers (easy to
define equationally) and, as earlier in the paper, two pataext
to each other means that the former implies the latter. Thp lo
invariant pattern (topmost one) specifies configurationg/fich:
program variable is bound to pointep, program variables and
y are bound to the same valugand there are two disjoint lists in
the heap, one starting with pointprand holding sequengg and
another starting with pointex and holding sequencg such that
rev(a) = reV(y):3, wherea is the only free variable in the pattern
(in addition to the “framesp, o, ¢, andc, which are expected to
always be free). There are two subproofs, one for the bodieof t
loop (ending with the same invariant right before thg and one
for the desired property (list atwill hold rev(e)) after the loop. We
cannot show all the details here, but there are severalestiag
uses of the list axiom, all discovered automatically by owovpr
in milliseconds. For example, since # 0 in the first pattern in
the loop body, one can expalist(x,y) in the heap and thus yield

(PP P, x> X y = X, plenv(list(p, B) ®list(X, 7)®O'>men5

(rev(@) = revM(y)8 A @)orm (P, %, 8> ¥)bnd C

while (x!=0) {

(PP P, x> Xy X, penv(list(p, B) ®list(X, ¥) ® 0dme

(rev@) = rev(y)8 A X # 0 A @)torm (P, %, 8, ¥)bnd C

<<p PP, Xy X plenv(list(p, B) ® X3, X 1@ list(X,y") ® 0 )me
(rev(@) = reV(y)B Ay = &y’ A @)orm (P, % B, X', ¥ dond C
y:=[x+1]; [x+1]:=p; p:=x; x:=y

(PPX x-X, y =X, phenv(list(p, B) @ x—-[a, p] ®”5t(xlv7’,)®0'>men5

(rev(@) = rev(y)B Ay = &y’ A @)orm (P, X% B, ¥ X', ¥ dond C

(P> X x> X,y X, plenv(list(X, aB) ®list(X', ’)’/)®0'>men5

(rev(@) = rev(y’):a A @)iorm (X, X, 8,7 dbnd C

(PP P, x> X y = X, plenv(list(p, B) ®list(X, 7)®O'>men5

(rev(@) = rev(y);8 A @)orm{P> X 8> ¥)bnd

(

(

=

<<p =P, X X ¥ = X phenv(list(p, B) ®list(X, y) @0 )me

(rev(a) =rev(y);8 A X=0 A @)torm (P, %, 8, ¥)bnd C

{pp,x— 0,y 0, p)env(list(p, rev(a)) ® o )menf@)torm {P)bnd C)
Figure 10. Matching logic proof snippet of list reverse.

a(l, r) for a tree with data, left subtred and right subtree):
tree : Natx IntTree— Mem

((tree(p, ) ® 0)mem (#)form {XDbnd C)

© {(TImem{P = 0At = € A @)orm (X)bnd C)
(p[al, r]@tree(l, u)@tree(r, V)® 0 )mem
({t= a(u, V) A @Xorm (X, &, lru, V)bnd C

Using our matching logic prover in Section 7, we have verifed-
eral interesting properties over trees and several oves tcem-
bined with other heap structures, all available for dowdld@or
example, we have verified a program traversing a tree in DES an
as doing so, disposing each tree node and moving its elenterd i
linked list; this program needed a stack-like heap streciuaddi-
tion to lists and trees. Our most complex program that wefieelri
automatically is, however, the (partial correctness oj Behorr-
Waite algorithm, which also needs a stack-like heap stracithe
details are in Section 7 and on the tool website; here we drdws
our axiomatization of connected binary graphs in matchayick

WA

)

graph : Natx Mem— Mem
graph : Natx Memx Mem— Mem

'p [al,r]!
graph(p, ) = graph(p. g, -) . X/ o+ ’[3’ o
((graph(p, in, out) ® ) mem {@torm (XDbnd C)
< <<0—>mem<(p =0vp—ac OUt) Aln=-A ©Ytorm {X, @pnd C)
p[al,r]®graph(l,in.out®in’ ® p—[al.r])
v ( ( @graph(rinlout®in' @ p[a,l,r])
(in = p[a, 1, r]@in'@in" A ©om X, a1, 1,in",inMpng €

-
-
-

>mem >

Like for lists and treeggraph(p, g) is a heap pattern correspond-
ing to a graphg rooted inp. Unlike for lists and treegj is itself a
heap structure. While for listsees it made sense to define abstract
mathematical lisférees (ntSegandIntTreg aside and then to say
that the heap ligiree encloses the mathematical object, for graphs
we have no more abstract representation of a graph thanafs he

the second pattern in the loop body. The second pattern has al representation. Indeed, a graph in the heap is a set of dociadiirs

the configuration infrastructure needed to (symbolicaflygcute
the four assignments. The resulting pattern can be appiedist
axiom again to reshape its heap into one having a ligt tite loop
invariant follows then by am-conversion of bound variables.
Below is an axiomatization of heap binary trees, assumike, |
for lists, a corresponding mathematical notion of binagetiof
integers (sorintTreetogether withe for the empty tree and with
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p~ [l,r], wherel andr are pointers to the left and the right neigh-
bors of p. Hence, we define the graph heap construct to take a heap
as its second argument.

To axiomatizegraph(p, g), we introduce and axiomatize a help-
ing homonymous heap construgraph(p, in, out) for partial sub-
graphs that is subgraphs of the original graph that are not com-
plete in that they may point out to nodes in the original graph
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with the following intuition:in and out are subheaps of the orig- ~ //@ assume [cleanGraph(root, in)]
inal g; in contains all the nodeg - [l,r] that are in the corre- tzgo‘.’t’ pf‘_‘ulil’&& K InGraoh(o. i
sponding subgraphgut, which is disjoint fromin, contains nodes //@ inv t==nu [stackInGraph(p, in)]

that the pqrtiql ;ubgraph may point tozin’f + - thenp (thg root) 3 (t!_ﬂgil&g& [markedGraph(t, ?in_t, ?in_p) **
must be inin; if in = - then p must be inout Note that, indeed, stackInGraph(p, ?in_p, ?in_t)]
graph(p,g) = graph(p,g,-), as defined above. Our axiom for par- || *t==0 & [ cleanGraph(t, ?in_t, ?in_p) **
tial graphs has three cases. The first two are wihenO or when stackInGraph(p, ?in_p, ?in_t)]

p is in out, in which case the subgraph is empty. The third case ) & in == ?in_t ** ?in_p

is the interesting one and it says that there exists someofjthie while (p!=null || t!=null & *t==0) {

remaining nodes iin in two disjoint heapsin' andin’, each cor- if (t==null || *t=1) { . .

responding to a partial subgraph potentially pointing aubodes if (((p+D)==1) {g=t; t=p; p="(p+3); *(t+3)=q;}

else {g=t; t="(p+3); *(p+3)=*(p+2); *(p+2)=q; *(p+1)=1;}

in out, to p, or to nodes in the other partial subgraph. Note that the } else {qep; pet: te(t42); *(pr2)=q; *pel; *(p+1)=0:}

axiom covers all the cases, such as wherr or when one of orr
is p (one of the two subgraphs will be empty in these cases). There ; /@ assert [markedGraph(t, in)]
is a lot of non-determinism in how to split the partial sulgran
two partial subgraphs, but, as far as at least one suchispkxists,
we are sure that all the nodes in the subgraph are reachabtbain
it only points out to nodes inut

Figure 11. The Schorr-Waite graph marking algorithm.

. . . [2005, Sec. 3.2] and the “focus” step of shape analysis {Ssial.
7. Proving Schorr-Waite With M arcaC 2002]. The axioms are applied from right to left only when one
This section reports on the use of our matching logic program asserts a pattern that the current heap does not match. r&jhte
verifier MarcuC to verify the partial correctness of the Schorr- to-left applications of axioms are well-founded (they reeithe
Waite algorithm. MrcuC is an evolving prototype which is being ~ Size of the configuration), we apply them exhaustivelyrddC
developed following the process described in this paper,fdiu gets stuck when no derivation can provide the desired locati
the language C. Only a core subset of C is covered so fardcalle Or When the asserted pattern cannot be matched. One partycul
KernerC [Rosu et al. 2009, Rosu and Schulte 2009], including Useful feature of MrcuC in practice is that it gets stuck on exactly
all the features of HIMP but witmalloc and free instead of the statement or expression that cannot be handledcd@ is
cons anddispose, as well as C's shortcut “boolean” constructs available for download [Ellison and Rosu 2009], togethéthw
&&, | |, etc. An additionamemory allocation tableell is needed in ~ €xamples including programs using lists, trees, queuaskstand

the configuration to store the size of the allocated bloak&nbw graphs. Like Caduceus, #nC can be connected to various SMT
how many locations to deallocate wiftree. However, due to the ~ solvers. Unlike other provers, sincesMuC is implemented using
modularity of matching logic ani, that additional cell onlyfiects rewriting, it can take advantage of rewrite rule simplifioat that

the semantics afialloc andfree. In particular, the definitions of ~ are applied on the fly, wherever they match. In many casesifie S
heap pattern constructs and their axioms are fietted. Being C-  Solvers need not even be called.

specific, MircuC takes a series of notational shortcuts to make it In the remainder of this section we discuss howrd4C proves
user-friendly and less verbose such as: the environmerdloays Schorr-Waite. We assume the reader is familiar with therélyo.

be inferred from context, so one can directly refer to theymm We borrowed the C code from Hubert and Marché [2005], replac
variables in specifications (like in Hoare logic); one cafirdethe ing record accesses with explicit memory accesses and bepkk
parameter bound variables by S|mp|y prepending them with lng bits with locations (MTCHC does not support structures and
and one is not allowed to refer to the memory allocation table bit accesses yet); it points to a node in the graph, thén is the
Therefore, all one needs to define in patterns is the forduhgm bit saying whether that node is marked or not (O clean, 1 najrke

and heagio)memcells. We define them compactly, using C's already * (t+1) is the bit saying whether the left (0) or the right (1) neigh-
existing&& construct, writing ther in brackets. For example, the ~ bor is next to be explored, arid(t+2) and *(t+3) point to the

list reverse loop invariant in Figure 10 (first pattern thésenritten left and the right neighbor, respectively. Figure 11 shdvesanno-
as follows in tated program. MrcuC verifies it in about 16 seconds on a Linux
MarcuC (in plain text, we write** instead of®): 2.5GHz machine, analyzing a total of 227 cases. The pre#tond
states that there is a clean graphstarting at pointeroot in the
inv [list(p,?B)**list(x,?C)**rest] & rev(A)==rev(?7C):7B heap and the post-condition states that at the end of theiéxec

the heap contains that same graph but marked.

We definecleanGraph andmarkedGraph almost exactly as the
graph heap pattern in Section 6.4, the onlyffdience being that
the “p — [I,r]" term in the heap of the second case is replaced
by “p + [0,0,1,r]" for cleanGraph and by ‘p — [1,1,1,r]" for
markedGraph. This way, a terntleanGraph(t, in, out) in the heap

We prepend invariant assertions with keywadmv; we addi-
tionally allow annotation keywordassert and assume, the lat-
ter being useful both to assume the original pre-conditiod a
to eliminate functions. One can actually use any C exprassio
within MarcuC annotations, not only program variables; these are
evaluated in the current configuration to compute the adsal itk in andout disjoint) corresponds to a heap representation of
sertedassumed pattern. For example, one can write assertions like the partial graplin in which all nodes have the bookkeeping bits
assert [list(p,?alpha)**rest] & (*p > 0 || *(p+1)!=0) 0 (i.e., they are “clean”), are reachable fronand any other node

reachable front which is not inin must be inout

MarcuC currently only supports heap patterns specified like in The algorithm maintains two pointers: points to a partial

Section 6.4, that is, of the form “heap pattefh dases”. These subgraph to be processed next, aqmbints to a stack-in-the-graph

axioms are applied lazily. They are applied from left to tighly which can reach all the nodes in the original graph that atémo
when a heap access is attempted and the desired location is nothe partial subgraph at The partial subgraph atis either clean,
available, ass in the case of evaluatif(g + 1) while the current in which case it needs to be visited, or is marked, in whicle ves
heap includes the terinist(p, 7alpha). We call this proceskeap swing or backtrack. Since there could be multiple ways tohidéhe

derivationand is similar to rearrangement rules of Berdine et al. same node, there is a high degree of non-determinism in gfgos
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out out

pr[1,0,p,r] pr[1,11,p]
tp nr ot
L\ AN
/ \ ﬁ / \
/ \ / \
/ A\ / A\
_____ A A
Case 2 Case 3

stackinGraph : Natx Mem— Mem
stackinGraph : Natx Memx Mem— Mem
stackinGraph(p, g) = stackinGraph(p, g, -)
((stackInGraph(p, in, OUt)®U'>mem {@Ytorm {X)bnd ©
& (Tmem{P = 0 AN = - A @)orm {X)bnd C)
p[1,0,p, r]®@stackinGraph(p, in’, out®in™ ® p+ [1,r])
Y << ®cleanGraph(r, in', out®in’ ® p— [1,r]) >mem
(in = p[lLr]@in’®in" A ©)orm X, P, 11,0, in"Ypna €
p[1,1,1, p'l@stackinGraph(p, in’, out®in' ® p- [1,r])
v << @markedGraph(l, in' out®in’ @ p—[1.,r])
{n = p[l,r]@in’@in' A ©om X, 1,1, i, inYpna €

)

Figure 12. Axiom for heap patterstackinGraph.

the partial subgraph at; all that matters is that the remaining
nodes are reachable frap In other words, if?in_t is the partial
subgraph at and?in_p is the partial subgraph corresponding to
the stack ap, then the two partial subgraphs should form a partition
of the original graph, thatisih == ?in_t ** ?7in_p".

Before we define our critical heap pattestackinGraph, let us
first intuitively discuss the invariant. There are two topellecases.
If t==null (when a leaf is reached) then the stack should contain
the entire graph. Ift!=null then there are two cases againtif
points to a clean graph, then the heap should be partitieriatd a
clean graph at and a stack at, and if t points to a marked graph
then the heap should be partitionable into a marked graptaat
a stack ap. We believe that this invariant is as simple as it can be.

Figure 12 shows our axiomatization fetackinGraph. There
are three cases to distinguish, but before discussing tlebses
clarify the meaning oétackinGraph(p, in, out). Argumentsin and
out will always be partial subgraphs of the original graph, so
they are unfiected by algorithmic mutilations of the graph. Then
stackinGraph(p, in, out) corresponds to a Schorr-Waite style stack
structure in the heap that starts withreaches all the nodes in the
original partial subgrapin, and can potentially point out to nodes
in out The first case states that the stack is emfitypiis null
and the corresponding partial subgraph is empty. The seandd
third cases are similar, so we only discuss the thirqh [foints to
a marked node (the first “1” in “[11,1, p’]") whose left neighbor
atl was already visited (the second “1” in 4[11, p’']") and whose
current right neighbor ig’, then it must be the case that we can
partition the current stack into a marked partial subgraph the
node p in the original graph, and a (smaller) stackpat The pic-
tures in Figure 12 show these two cases (the grey subgrapis at
not inin; it is there only to better relate the stack to the algorithm)

As mentioned, there are 227 cases to analyze. Let us only in-

formally discuss one of them. Recall from Figure 6 that, when
verifying the while loop, ouiK prover checks the invariant when
it first reaches it, then assumes it and generates two cases; 0

[markedGraph(t,?in_t,?in_p)**stackInGraph(p,?in_p,?in_t)]

for some symbolic?in_t and ?in_p. In the loop body, con-
sider the “swing” case wherf(p+1)==0. To pass the condi-
tional's *(p+1)==1 guard, the stack axiom needs to be applied
from left-to-right to derive the stack term. Only the secarabe

is feasible for the “swing” branch, which expands the statk i

p — [1,0,p.r] ® stackinGraph(p,in,?in.t®in"®p ~ [,r]) ®
cleanGraph(r,in',?in_t ® i’ ® p — [l,r]) for some symbolicp’,

I, r, in’, in". Now the “swing” branch can also be executed, be-
cause it only fects the portion of heap— [1,0,p; ], transforming

it into p — [1,1,t, p’]; the environment will also hold the map-
pingsq — tandt — r, wheret is original symbolic value of

t in the assumed environment. One can now apply the stack ax-
iom from right-to-left grouping the original marked graph @
the stack atp’ and the locationg — [1,1,t, p’], into the term
stackinGraph(p, in’® ?in_t ® p — [l.r],in"). The symbolic heap
now has a stack ap and a clean graph at which satisfies the
asserted invariant. Indeed, since- r in the environment, the only
feasible path in the invariant is the one containing a stack &
clean graph; the partitionability requirements of the lmed par-
tial subgraphs can be easily checked. This case, as wek adtthr
similar 226 cases, can all be dispatched and verified auicafist

by MarcuC in 16 seconds on a conventional Linux machine.

8. Related Work

Matching logic is most closely related to Hoare logics, safian
logic, and shape analysis.

There are many Hoare logic verification frameworks, such as
the KeY project [Beckert et al. 2007] and ES@va [Flanagan et al.
2002] for Java, as well as the Spec# tool [Barnett et al. 2084]
C#, and HAVOC [Lahiri and Qadeer 2006, Hackett et al. 2008],
and VCC [Cohen et al. 2009] for standard C. Caduceus, part of
the Why platform [Filliatre and Marché 2004, 2007, Huband
Marché 2005], has seen much success with the first ordec logi
approach, including proving many correctness properéiaging to
the Schorr-Waite algorithm. However, their proofs wereenrttrely
automated. The weakness of traditional Hoare-like appesds
that reasoning about non-inductively defined data-typeésadout
heap structures tend to beffittult, requiring extensive manual
intervention in the proof process.

Separation logic [O’Hearn and Pym 1999, Reynolds 2002] is an
extension of Hoare logic. There are many variants and extess
of separation logic which we do not discuss here, but we'd lik
to mention that there is a majorfiirence between separation and
matching logic: the former attempts to extend and “fix” Hoaigic
to work better with heaps, while matching logic attemptsrmvjale
an alternative to Hoare logics in which the program confitiara
structure is explicit in the specifications, so heaps aratéik uni-
formly just like any other structures in the configuratiomal-
foot [Berdine et al. 2005], Verifast [Jacobs and Piessef8R@nd
jStar [Distefano and Parkinson 2008] are separation lamitst as
far as we know, they have not proven Schorr-Waite — theses tool
have good support for proving memory safety, though.

Shape analysis [Sagiv et al. 2002] allows one to examine and
verify properties of heap structures. It has been shown tguiite
powerful when reasoning about heaps, leading to an autdmate
proof of total correctness for the Schorr-Waite algorithradinov
et al. 2006] on binary trees. The ideas of shape analysis have
also been combined with those of separation logic [Disteftral.
2006] to quickly infer invariants for programs operatinglits.

Other notable frameworks for reasoning about heap strestur

of them executes the loop body and then asserts the invariantinclude Mgller and Schwartzbach [2001], Bozga et al. [2008]-

Our invariant generates itself several cases. Let us censick
one in whicht!=null and *t=1, that is, the heap has the form

Matching Logic - From Executable Semantics to Program \&iion

Peak and Necula [2005], Rinetzky et al. [2005] and Mehta aipd N
kow [2005], which we do not have space to discuss in detail.
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Dynamic logic [Harel et al. 1984] also works with pairs irede
of triples, embedding the code in the specification.

Meseguer and Rosu [2007] give a brief introductioriki@nd
the manuscript [Rosu 2007] gives a detailed presentafidgnand
comparisons with other language definitional formalismssHort,

K is related to: reduction semantics (with [Wright and Fekei
1994] and without [Plotkin 2004] evaluation contexts) ks icon-
text insensitive and unconditional so it can be executedxstieg
rewrite engines; the SECD [Landin 1964] and other abstract m
chines, but it is also denotational in thaKadefinition is a mathe-
matical theory with initial model semantics; the CHAM [Bgand
Boudol 1992], but it allows a higher degree of concurrencg an
it is efficiently executable; continuations [Reynolds 1993], bet th
novice needs not be aware of them; refocusing [Danvy andbliel
2004], but it is not aimed at “implementing” evaluation cexts,
can deal with non-deterministic context grammars, ancefisous-
ing steps are reversible; ef€.has been used in programming lan-
guage courses for more than five years and in research magect
define a series of existing programming languages (like lada
Scheme, C) and for prototyping many paradigmatic languages
URL http://fsl.cs.uiuc.edu/k gives more detail off, including
several papers and a prototype tool that taketefinitions like the
one in Figure 2 and generates Maude [Clavel et al. 2007] nesdul
that can be executed and formally analyzed (e.g., modeikelag
using the available Maude tools.

9. Conclusion and Future Work

We showed that an executable rewriting logic semantics JRES
a language can be turned into a provably correct and exdeutab
matching logic verifier with relatively little fort. As shown in our
companion report [Ellison and Rosu 2009], one can consieela
associate a matching logic proof system to any Hoare logiofpr
system, so matching logic is at least as expressive as Hogi® |
Moreover, since matching logic specifications have acaesbe
structure of the program configuration, it is relatively ye&s sys-
tematically axiomatize complex heap structures. Conggtyieur
results not only bridge the gap between formal language istcsa
and program verification, but are also practical. As a casdyst
showing the feasibility of our approach, we have autombyicar-
ified the partial correctness of the challenging Schorrtgvalgo-
rithm using our MacuC prover built on top of Maude.

Matching logic is very new (it was introduced this year in a
technical report [Rosu and Schulte 2009]), so there is nwmtk
left to be done. For example, we would like to extendrbdiC to
verify multithreaded programs. The intrinsic separatioailable
in matching logic might simplify verifying shared resouraecess.
Another interesting investigation is to infer pattern laopariants;
since configurations in our approach are just ground teratsate
being rewritten by semantic rules, and since patterns araste
over the same signature with constrained variables, we\geli
that narrowing an@r anti-unification can be good candidates to
approach the problem of invariant inference.

Since our matching logic verification approach makes laggua
semantics practical, we believe that it will stimulate rets in giv-
ing formal rewrite logic semantics to various programmiag-I
guages. We have started implementirig fiont-end to Maude that
allows one to define semantics of languages quickly and cotiypa
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